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ABSTRACT

Thisarticledescribeshowassociationruleminingisusedforextractingrelationsbetweenitemsin
transactionaldatabasesandisbeneficialfordecision-making.However,associationruleminingcan
poseathreattotheprivacyoftheknowledgewhenthedataissharedwithouthidingtheconfidential
associationrulesofthedataowner.Oneofthewayshidinganassociationrulefromthedatabaseis
toconcealtheitemsets(co-occurringitems)fromwhichthesensitiveassociationrulesaregenerated.
Thesesensitiveitemsetsaresanitizedbytheitemsethidingprocesses.Mostoftheexistingsolutions
considersinglesupportthresholdsandassumethatthedatabasesarestatic,whichisnottrueinreal
life.Inthisarticle,theauthorsproposeanovelitemsethidingalgorithmdesignedforthedynamic
databaseenvironmentandconsidermultipleitemsetsupportthresholds.Performancecomparisons
of thealgorithmisdonewithtwodynamicalgorithmsonsixdifferentdatabases.Findingsshow
thattheirdynamicalgorithmismoreefficientintermsofexecutiontimeandinformationlossand
guaranteestohideallsensitiveitemsets.
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1. INTRoDUCTIoN

Dataminingistheprocessofextractingknowledgefromdatawiththehelpofstatistics,artificial
intelligence,machinelearninganddatabasesystems.Associationruleminingisoneofthedatamining
tasks.Itwasfirstproposedby(AgrawalandSrikant,1994)andisusedfordiscoveringcorrelated
itemstransactionaldatabases.Associationruleminingprocesshasmainlytwosteps;thefirststepis
calledfrequentitemset(co-occurringitems)generationandthesecondstepiscalledrulegeneration
wheremeaningful rulesaregenerated from thediscovered frequent itemsets.Thesecondstep is
straightforwardandsimilarinallproposedalgorithms;asaresult,associationruleminingalgorithms
focusonthefirststepwhichiscomputationallyexpensive.Forthisreason,termsassociationrule
mininganditemsetminingareusedinterchangeably.

Latelymanyorganizationsuseitemsetminingtasksforshortorlong-termplanningandstrategical
decisionmaking.Inmodernbusiness,organizationsalsosharedatawitheachotherorwiththird
partiesinordertoprovideextractionofknowledgeformutualbenefit.Similarly,itemsetminingtasks
areappliedonthisshareddatahoweverthismayposesecuritythreatforstrategicalandsensitive
informationofdataowners.

Theimportanceofthisthreatiswellexplainedwithascenariogivenin(CliftonandMarks,1996).
SupposeBigMartsupermarketchainisnegotiatingwithDedTreesPaperCompanyforsellingtheir
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products,andDedTreesofferstoreducetheirpriceifBigMartagreestosharesalesdatabase.After
BigMartagreestosharethesalesdatabase,DedTreesappliesitemsetminingtaskonthisdatabase
andfindsoutthatpeoplewhopurchaseskimmilkalsopurchaseGreenpaper.DedtreesCompanythen
runsacouponmarketingcampaignthatgives50centsoffforeachpurchaseaDedtreesproduct.The
campaigncutsheavilysalesofGreenpaperandasaresultGreenpaperhastoincreasepricesbecause
ofthelowsalesamount.InthenextnegotiationwithDedTrees,theyareunwillingtoreducetheir
pricesbecausetheyreachtheirgoal.Asaresult,theBigMartsuffersseriouslossestocompetitors.
Thisscenarioshowsthatbefore thedata issharedwithotherparties, thedatabaseownershould
takeprecautionstoprotectitsstrategicalandsensitiveknowledgefrombeingdiscoveredbyitemset
miningtask.Privacypreservingitemsetminingistheproblemofpreservingthesensitiveitemsets
frombeingdiscoveredincaseofdatasharing.

Themostpopularapproachforsanitizingsensitiveandfrequentitemsetsistodecreasetheir
frequency(support)underpredefinedsupportthreshold.Suchamodificationoperationofconverting
theoriginaldatabaseDintoasanitizeddatabaseD’iscalledfrequentitemsethiding.Awelldesigned
frequentitemsethidingalgorithmshouldhideallgivensensitiveitemsetswhilekeepingthelossof
non-sensitiveitemsets,productionofnewartificialfrequentitemsetsandthedistortiondoneonthe
databaseatminimum.Mostproposedfrequentitemsethidingapproachesallowusertodefineasingle
supportthresholdforeachsensitiveitemsetandassumethatthedatabasesarestatic(Amiri,2007;Li
etal.,2007;Wengetal.,2008;DehkordiandDehkordi,2016;Verykiosetal.,2004;Pontikakisetal.,
2004;Hongetal.,2013;Chengetal.,2016).Singlesupportthresholdbarrierdoesnotsuitthenature
ofdifferentitemsets;intransactionaldatabases,frequencyofsomesensitiveitemsetsmaybetoohigh
whilesomesensitiveitemsetsmaybetoolow.Assigninguniquesinglesensitivesupportthresholdfor
eachsensitiveitemsetsmayresultindecreasingthefrequencyofsomeitemsetsmorethanrequired.

Ontheotherhand,transactionaldatabasesaredynamic;theygetupdatescontinuously.When
dynamicityofthedatabasesisconsideredapplyingasensitiveitemsethidingalgorithmfromthestart
willresultinredundantexecutiontimeandmemoryallocation.In(DaiandChiang,2010;Jadavet
al.,2014)dynamicsanitizationalgorithmsareproposed;theyeitherdothesanitizationonthewhole
databaseorontheupdateonly.Theproposedapproachin(DaiandChiang,2010)usesatreelikedata
structuretospeeduptheexecutiontimeanddoesthesanitizationonthewholedatabase.Thisapproach
isgoodforminimizingthesideeffectsandachievingoptimumsanitizationhoweverthedatastructure
usedisinadequatefordensedatabaseswhenthegivensetofsensitiveitemsetscontainsacertain
numberofoverlappingitems.Asthenumberofoverlapsincreaseitbecomesimpossibletouncover
allsensitiveitemsetsupportingtransactionsfromthisdatastructure.Thesesupportingtransactions
arecalledsensitivetransactionsanduncoveringinadequatenumberofsensitivetransactionsmay
resultinsmallersearchspaceofsensitivetransactions.Sothesanitizeddatabasemaykeepcontaining
sensitiveitemsets.Theproposedapproachin(Jadavetal.,2014)onlymodifiesthetransactionsinthe
updatedpartanddoesnotuseanydatastructuretospeeduptheexecutiontime.Althoughthisapproach
guaranteeshidingallsensitiveitemsets,sincethemodificationisalwaysdoneontheincremental
part,distortiononthedatabaseandlossofnon-sensitiveinformationcannotbekeptatminimum.

In this paper a dynamic frequent itemset hiding algorithm DynamicPGBS with four major
processes is proposed: Initialization, Increment Handling, Hiding and Publish Database. Hiding
process is an extensionofPGBS (Öztürk andErgenç-Bostanoğlu, 2017).TheDynamicPGBS is
designedforhidingagivensetofsensitiveitemsetsbydeletingoneormoreitemsfromadequate
numberof transactionswhileminimizingtheexecutiontime,memoryrequirement,distortionon
theupdateddatabaseandlossofnon-sensitiveknowledge.Themaincontributionsofthedynamic
algorithm are; 1) different sensitive support thresholds can be assigned to sensitive itemsets, 2)
sanitizationisdonebyconsideringwholetransactionsofthedatabasethatmeanslargesearchspace
ofsensitivetransactionsandlesssideeffectsonthesanitizeddatabase,3)hidingprocessisdesigned
forincrementalenvironment,3)itguaranteeshidingallgivensensitiveitemsets.Intheperformance
evaluation,DynamicPGBSiscomparedwithsimilarcounterpartsSPITF(DaiandChiang,2010)and
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RHID(Jadavetal.,2014)algorithms.Theperformanceevaluationisconductedinordertomeasure
executiontime,distortiongiventothedataandknowledgeandmemoryrequirement.Theexperiments
demonstrate that DynamicPGBS achieves significant improvement over both SPITF and RHID
algorithmsintermsofexecutiontimeandnon-sensitiveinformationlossinthesanitizeddatabase.

Thispaper isorganizedas follows.Definitions,preliminarybackground information related
toitemsetmining,itemsethidinganddynamicitemsethidingaregiveninthesecondsection.In
sectionthreedetailedrelatedworkispresentedanddiscussedwithdifferentattributesofheuristic
basedhidingalgorithms.Theproposedfrequentitemsethidingsolutionfordynamicenvironment
isintroducedinthefourthsection.Performanceanalysisoftheproposedalgorithmon6different
databasesincomparisontotwodifferentalgorithmsisgiveninthefifthsection.Conclusionisgiven
inthefinalsection.

2. BACKGRoUND

Notationandconceptsrelatedtoitemsetmininganditemsethidingareexplainedinthefirsttwo
subsections.Asonemaynoticeitemsetmininganditemsethidingaretwosidesofacoin;itisnot
possibletounderstanditemsethidingwithoutpriorknowledgeonitemsetmining.Inthelastsubsection
dynamicitemsethidingstrategiesarediscussedwithanexample.

2.1. Itemset Mining
Associationruleminingaimstofindunforeseencorrelationsamongitemswithinadataset.Association
ruleminingalgorithmshavetwoconsecutivephases;1)findingfrequentitemsetswhichenumerates
itemsetsandchecktheirfrequencyand2)generatingfrequentassociationrulesfromfrequentitemsets
ofthepreviousphase.Sincefirstphaseiscomputationallyexpensivemostofthealgorithmsfocus
onthisphaseandcontaindifferenteffectiveapproachesandmethodsandthetermsassociationrule
mininganditemsetminingareusedinterchangeably.Inordertofindfrequentitemsetsandfrequent
association rules, algorithms use two important thresholds known as support and confidence.
Supportisusedtomeasuretheinterestingnessofitemsetswhereasconfidenceisusedtomeasure
theinterestingnessofassociationrules.Itemsetminingandassociationruleminingalgorithmshave
differentconcernse.g. findingassociation ruleswithhighsupportandconfidence (Agrawaland
Srikant,1994;Hanetal.2000),findingfrequentitemsetswithmultiplesupportthresholds(Kiran
andReddy,2011;DarrabandErgenc,2017),findingexceptionrules(DalyandTaniar,2004),finding
redundantassociationrules(Bastideet.al.,2000;Ashrafietal.,2007),findingclosedormaximal
itemsets(Agarwalet.al,2000;Peiet.al.,2000).

Formally,anitemsetisdefinedasfollows:LetI={i1,…,in}beasetofliteralscalleditems,an
itemsetXisanon-emptysubsetofIsuchthatX⊂I.Atransactiontisanorderedpairofitems,i.e.
t⊂I.AtransactionaldatabaseDisadatabaseoftransactionsandtotalnumberoftransactionsinDis
denotedas|D|.SupportcountofXisthenumberoftransactionssupportingXinDanditisdenoted
asscount(X),supportofXiscalculatedastheratioofscount(X)to|D|anddenotedassupp(X).An
itemsetXisfrequentifsupp(X)≥σ,whereσistheuserspecifiedminimumsupportthresholdand
thesetoffrequentitemsetsisdenotedasFI.Associationruleontheotherhandisanimplication
oftheformX=>Y,whereXandYaredatabaseitemsets.TheruleX=>Yhassupports,ifs%of
alltransactionscontainbothXandY.TheruleX=>Yhasconfidencec,ifc%oftransactionsthat
containX,alsocontainY.

2.2. Itemset Hiding
Itemsethidingistheprocessofconvertingagivendatabaseintoasanitizeddatabasewhichdoesnot
containsensitiveitemsetsofthedataowner.Asensitiveitemset,isafrequentitemsettobehidden
fromdatabaseDbasedonsomeprivacyconcernsofthedatabaseowner.SIisthesetofsensitive
itemsets,i.e.SI⊂FI.ThesanitizationprocessistransformingDintoanewdatabaseD’fromwhich
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noneofthesensitiveitemsetscanbeextractedwiththesensitivesupportthresholddefinedbythe
databaseowner(Atallahetal.,1999).Supportofasensitiveitemsetisdecreasedbyremovingitems
of sensitive itemsets from transactions during transformation.This typeof sanitization is called
distortionbasedsanitizationandthemainobjectiveofdistortionbasedsanitizationis tohideall
itemsetsinSIwhilekeepingthechangeondataandlossofnon-sensitiveknowledgeatminimum.

Distortionbasedsanitizationhastwomainchallengesasidentifyingtherighttransactionsfor
modification and selecting the right items to be removed from identified transactions. The first
challengeisdiscoveringalltransactionscontainingsensitiveitemsetscalledsensitivetransactions.
Eachdifferentsensitivetransactionsetformodificationgivesdifferentsideeffectstothedatabase.
Secondchallengeisselectingtheitemstoberemovedfromselectedsensitivetransactions.Usually
theitemshavingthemaximumcoverdegreeareselected;coverdegreeofanitemi,isthenumber
ofsensitiveitemsetsthatcontainitemi.Selectingtheitemwithhighestcoverdegreemakessense
sinceifmorethanonesensitiveitemsethaveacommonitemthenremovingthiscommonitemmay
sanitizemorethanonesensitiveitemsetatonce(Pontikakisetal,2004).

Distortionbasedfrequentitemsethidingalgorithmspreventthedisclosureofprivateinformation,
whilepreservingtheutilityofnon-sensitiveinformationasmuchaspossiblebyminimummodification
onthedatabase.However,manipulatingthedatabaseinordertoprotecttheconfidentialityofsensitive
informationbringsoutsomesideeffects.Thesesideeffectsare:

• Hiding Failure (HF):Measureoftheamountofsensitiveitemsetsthatarenothiddenbythe
sanitizationprocess.HF=|SI’| / |SI|,where |SI’| is thetotalnumberofsensitiveitemsetsin
D’and|SI|isthetotalnumberofsensitiveitemsetsinD.Theobjectiveofmajorityofitemset
hidingalgorithmsistomeasurezerohidingfailurewhereassomeofthemallowtuningofhiding
disclosure.

• Information Loss (IL):Measureoftheamountofnon-sensitivefrequentitemsets(frequent
itemsetsexceptsensitiveitemsets)lostbythesanitizationprocess.IL=((|FI|-|SI|)-(|FI’|-|SI’|))
/(|FI|- |SI|)where|FI|isthenumberoffrequentitemsetsand|SI|isthenumberofsensitive
itemsetsinD,|FI’|isthenumberoffrequentitemsetsinD’and|SI’|isthenumberofsensitive
itemsets inD’.Thismetricmainly indicate the ratioofunintentionally removed itemsetsby
sanitizationprocess.

• Distance:Measureofthetotalnumberofitemsremovedbythesanitizationprocess.Distance
=(totalnumberofitemsinD)–(totalnumberofitemsinD’).Thismetricgivesideaaboutthe
changeontheoriginaldatabasecausedbythesanitizationprocess.

Besides these threemetrics there isanothermetricnamedas“ghostrules”whichshowsthe
numberofunintentionallycreateditemsetsbythesanitizationprocess.Inotherwordsghostrules
aretheonesthatdonotexistintheoriginaldatabasebutexistinthesanitizeddatabase.Inthiswork,
thissideeffectisnotmeasuredsinceproposedalgorithmandthecompetitoralgorithmsdonotcreate
anyghostrules.Theyaremostlyproducedbyreconstructionbaseditemsethidingalgorithmswhere
sanitizationincludesadditionofnon-sensitiveitemsetsinordertodecreasethesupportofsensitive
itemsets.

2.3. Dynamic Itemset Hiding
Indynamicenvironmenttransactionaldatabasesarecontinuouslyupdatedbyreceivingincrements.The
objectiveofdynamicitemsetalgorithmsistoestablishmechanismsthatallowarrivalofincrements
andgenerationofsanitizeddatabasewheneverneededwithoutrequiringtherepeatofsanitization
processfromscratch.Dynamicsanitizationmechanismsfacethechallengeofmaintaininglargeenough
numberofsensitivetransactionsearchspaceinordertokeepthepotentialsideeffectsatminimum.

Dynamicitemsethidingalgorithmshidesensitiveitemsetsbymodifyingonlytheincremental
partormodifyingthewholeupdateddatabase.Inthefirststrategy,originaldatabaseDisalready
sanitized,thensanitizingonlytheincrementalpartdandcombiningitwithDwillresultasanitized
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updateddatabase.Althoughthisstrategyismoreefficientintermsofexecutiontimeandresource
allocation,itgivesmoresideeffectssuchasinformationlossanddistancetothesanitizeddatabase
becauseallpotentialsensitivetransactionswillnotbeinthesearchspace.Inthesecondstrategy
whenincrementalpartdarrivesitiscombinedwiththeoriginalpartDandthenthesanitization
operationisperformedonthewholeupdateddatabase D d∪( ) .Thisstrategyismoreefficientin
termsofsideeffectsbecausethesensitivetransactionsearchspacewithallpotentialtransactionsfor
modificationsisgreaterthanthatofthefirststrategy.Thisstrategyisinefficientintermsofexecution
timeandresourceallocationifnecessaryprecautionsarenottaken.

Letustrytomakethestrategiesclearwithanexample.SupposeadynamicdatabaseasinFigure
1(a)withoriginalpartDandincrementalpartdisgiven.Supposeagainthreesensitiveitemsets
withmultiplesupportthresholdsasshowninFigure1(b)isgiven,meaningthethirdpartyshould
notfindtheirsupportsmorethanpredefinedsensitivethresholds.

Actual support of sensitive itemsets “AD”, “CD” and “BD” are 28.6%, 14.3% and 0.0%
respectivelyintheoriginalpartofthedatabase.Allthesethreesensitiveitemsetsareinfrequentor
alreadyhiddeninDthatistheirsupportsarelessthanthegivensensitivethresholds.Assumeafter
acertaintime,anewbatchoftransactionscalledincrementalpartdisattachedtotheoriginalpart.
Thenewsupportofsensitiveitemsets“AD”,”CD”and“BD”intheupdateddatabaseisnow50.0%,
30.0%and10.0%respectivelywhereallsensitiveitemsetsbecomefrequentandneedtobehidden.

Sanitizingonlytheincrementalpartofthedatabaseisdealingwithsmallnumberoftransactions
(TID8,TID9andTID10)andthiswillkeeptheexecutiontimeandmemoryallocationatminimum.
Apossibleapproachmayberemovingtheitem“d”fromtransactionsTID8,TID9andTID10.Asa
result,3itemswillberemovedfromthenewsanitizeddatabaseandiftheresultingdatabaseismined
withafrequentitemsetminingalgorithmwith10%minimumthresholdthenthereare28frequent
itemsets.Thisstrategycannotconsiderallpotentialmodificationoperationsandmightnotchoosethe
optimumsolutionintermsofsideeffects(e.g.informationloss)onthereleaseddatabase.Another
disadvantageofthisapproachisthirdpartymightdiscoverwhatishiddenbyanalyzingtheoverall
databaseandnoticeunexpectedsupportchangesindifferentportionsofthedatabase.

Ifthewholeupdateddatabaseissanitized,thenthesearchspaceofsensitivetransactionswill
includealltentransactionsinFigure1(a).Apossibleapproachmayberemovingitem“d”fromTID7,
TID8andTID10.Thiswillresultin3itemremovalagainandiftheresultingdatabaseisminedwith
afrequentitemsetminingalgorithmwith10%minimumthresholdthenthere32frequentitemsetsare
found;thatmeansinformationlossisless.Althoughsanitizingthewholeupdateddatabasereduces
thesideeffectonthesanitizeddatabase,itincreasestheexecutiontimeandresourceallocation.

Figure 1. Motivating example; (a) dynamic transaction database and (b) sensitive itemsets and sensitive thresholds
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3. ReLATeD WoRK

Associationrulehidingproblemwasfirstintroducedin(Attalahetal,1999),theauthorsproposed
heuristicalgorithmtoconcealthesensitiveassociationrulesbydecreasingthesupportoffrequent
itemsetsandalso,theyprovedtheNP-hardnessoftheproblem.Sincethenmanydifferentsolutions
areproposedandthesecanbeclassifiedinto4categories;1)BorderBasedApproaches(Moustakides
andVerykios,2008;Stavropoulosetal,2016;SunandYu,2005;SunandYu,2007)separatethe
frequentandnon-frequent itemsetswithaborderandthenrevise theborder tohide thefrequent
itemsets.Duringthesanitizationprocesstheygivelessdistortiontonon-sensitiveinformationwhen
comparedtoheuristicandreconstructionbasedapproachesbuttheyareunabletoidentifyoptimal
hidingsolutionsforsomecasesalthoughthereexistsasolution.2)ExactApproaches(Ayavand
Ergenç, 2015; Gkoulalas-Divanis and Verykios, 2006; Gkoulalas-Divanis and Verykios, 2008;
Gkoulalas-DivanisandVerykios,2009;Menonetal.,2005)firstformulatethesanitizationproblem
asconstraintbasedsatisfactionproblemandthenapplyalinearprogrammingapproachtofindan
optimalsolution.Exactapproachesmanagetofindasolutionthatleastmodifiesthedatabasebut
becauseofthenatureoflinearprogrammingtheexecutiontimeofexactapproachesareseriously
higherthanotherapproaches.3)HeuristicBasedApproaches(KeerandSingh,2012;Oliveriaand
Zaiane,2002;OliveriaandZaiane,2003;Verykiosetal.,2004;Pontikakisetal.,2004;Wuetal.,
2007)relyonheuristicsanddatastructureswhileperformingthesanitizationprocessbuttheymay
givemoresideeffectswhencomparedtoborderbasedandexactapproachesasnon-sensitiveitemsets
unintentionallyhiddenorartificialfrequentitemsetsunintentionallygenerated.4)Reconstruction
BasedApproches(Booraetal.,2009;Guo,2007;LinandLiu,2007;Mohaisenetal.,2010)first
minethegivendatabasetogeneratethesetoffrequentitemsetsnextremovethesensitiveitemsets
andtheirsupersetsfromthissetandthenusingthissettheygeneratethesanitizeddatabasefrom
scratch.Thebiggestprobleminreconstructionbasedapproachesisputtingthenon-frequentitemsets
intothesanitizeddatabaseandasaresulttheremaybeabigdifferencebetweenthesanitizedand
theoriginaldatabase.

Majorityoftheresearchfocusonheuristicapproachesbecausetheyareefficient,scalableand
havelessresponsetime.Table1showsthebasicattributesofdistortionbasedheuristicassociation
rulehidingoritemsethidingalgorithms.The“Algorithm”columnofthetablegivesthenameofthe
algorithm.“Hiding”columngiveswhetherthealgorithmisdesignedforsanitizingsensitiveitemsetor
sensitiveassociationrule.The“VictimItemSelection”columnshowsthevictimitemselectioncriteria
ofthealgorithmwherethevictimitemistheitemtobedeletedfromselectedtransactions;“Cover”
showstheselectionoftheitemisdonedependingonitscoverwhichisthenumberofoccurrencesof
theitemindifferentsensitiveitemsets,“Support”showstheselectionoftheitemisdonedepending
onitssupport,”Greedy”showstheselectionoftheitemisdoneintrialanderrorand“None”shows
thealgorithmdoesnotselectanyvictimitemanddeletesthesensitivetransactioncompletelyfromthe
database.The“TransactionSelection”columnshowstheapproachofthealgorithminselectingthe
transactionformodification;“Length”indicatesthatthealgorithmselectsthetransactionaccording
toitslength,“Degree”indicatesthattheselectionisdonebyconsideringthenumberofsensitive
itemsetsorassociationrulesthatarecontainedbythetransaction,“Greedy”indicatesthattheselection
isdoneintrialanderrorstyle.The“Environment”columnsshowwhetherthealgorithmisdesigned
forincrementalorstaticdatabase.TheSensitiveSupportthresholdindicatesifthealgorithmallows
usertoassignmultiplesensitivesupportthresholdsornot.“Itemsets/Rules”columnshowswhether
thealgorithmisdesignedforhidingmorethanoneitemsetorassociationruleateachiterationofthe
algorithm;“Overlap”indicatesthatthealgorithmisdesignedforsensitiveitemsetsorsensitiverules
sharingcommonitemand“Disjoint”indicatesthatthealgorithmisdesignedforsensitiveitemsets
orassociationrulesthatdonotshareanycommonitem.

AsitcanbeseenfromTable1,numberofitemsethidingalgorithmsismorethanassociation
rulehidingalgorithms.Manyalgorithmsusedifferentheuristicsorassignsweightstoselectvictim
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itemwhilesomedonot selectanyvictim itemand remove thewholesensitive transaction from
thedatabase.Mostofthealgorithmsassignweighttosensitivetransactions,wheretheweightof
asensitivetransactioniscalculateddependingonsomeheuristicsandtheseweightsaregenerally
calculatedbyconsideringthenumberofsensitiveitemsetsorrulesatransactioncontains.Also,most
ofthestudiesaredesignedwiththeoverlappingsensitiveitemsetorsensitiveruleassumptionwhere
theterminologyoverlappingisusedforsensitiveitemsetsorsensitiverulessharingcommonitem.

After a throughout surveyofheuristicbased itemset/association rulehidingalgorithms it is
observedthatthereareonlytwoalgorithmswhicharemultiplesupportthresholdbasedandconsider
updatesonthedatabase.TheseareSPITF(DaiandChiang,2010)andRHID(Jadavetal.,2014)
algorithms.SPITFconsidersallthetransactionsofthedatabaseforsanitizationaftertheupdates.
Thisapproachreducessideeffectsasdistanceandinformationlosssincethesearchspaceofvictim
sensitivetransactionsislarge.However,thisalgorithmbecomesinadequatewhenthedatabaseisdense;
itcannotguaranteezerohidingfailure.RHIDalgorithmontheotherhanddoesthesanitizationonthe
updateeachtime.Althoughthisapproachispractical,lessresourceconsumingandguaranteeszero

Table 1. Summary of existing heuristic based hiding algorithms

Algorithm Hiding Victim 
Item 

Selection

Transaction 
Selection

Overlap/ 
Disjoint

Sensitive 
Support 
Thresh.

Environ.

RHID(Jadavetal.,2014) Rule Weight Weight Overlap Multiple Incremental

SPITF(DaiandChiang,2010) Itemset Degree Degree

TTBS(Kuoetal.,2008) Itemset Degree Degree Static

SWA(OliveriaandZaiane,2003) Itemset Support Length

MDSRRC(OliveriaandZaiane,2002) Rule Weight Weight

HSARWI(DehkordiandDehkordi,
2016)

Rule Weight Weight Single

FHSAR(Wengetal.,2008) Rule Degree Weight

MICF(Lietal.,2007) Itemset Degree Weight

Aggregate(Amiri,2007) Itemset None Greedy

Disaggregate(Amiri,2007) Itemset Greedy Greedy

Hybrid(Amiri,2007) Itemset Greedy Greedy

IGA(OliveriaandZaiane,2002) Itemset Degree Degree

RelevanceSorting(Chengetal.,2016) Rule Support Weight Disjoint

EDSR(Norafkanetal.,2015) Itemset None Length

HRR(Gargetal,2014) Rule Support All

SIF-IDF(Hongetal.,2013) Itemset Support Weight

Algorithm2.b(Verykiosetal.,2004) Itemset Support Length

Algorithm2.c(Verykiosetal.,2004) Itemset None Length

PDA(Pontikakisetal.,2004) Rule Greedy Weight

WDA(Pontikakisetal.,2004) Rule None Weight

Naïve(OliveriaandZaiane,2002) Rule All Degree

MaxFIA(Oliveria,andZaiane,2002) Itemset Support Degree

MinFIA(Oliveria,andZaiane,2002) Itemset Support Degree
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hidingfailureonalltypesofdatabases,thesideeffectsarehighsincethesearchspaceofsensitive
transactionsissmall.Also,thisapproachcancauseunexpectedsupportchangesofitemsindifferent
portionsof thedatabase.Therefore,novelandefficientalgorithms thatprovidedynamic itemset
hidingbasedonmultiplesupportthresholdsarerequired.

4. A NoVeL DyNAMIC ITeMSeT HIDING ALGoRITHM

Thissectiondescribes theproposedDynamicPGBS (DynamicPseudoGraphbasedSanitization)
algorithmandillustratesitbyanexample.DynamicPGBSusesthesimilarconceptsanddatastructures
asPGBSalgorithm(ÖztürkandErgenç-Bostanoğlu,2017).Maindifference is theenvironment;
thePGBSalgorithmisdesignedforstaticdatabasewhereasDynamicPGBSalgorithmisdesigned
forincrementaldatabase.AnotherdifferenceisPGBSputsalltransactionsintopseudographwhile
DynamicPGBSputsonlythesensitivetransactionsintopseudographinordertoreducethememory
allocation.

Thefirstsubsectionexplainshowtoconvertagiventransactionaldatabaseintopseudograph,
thesecondsubsectionexplainsourhidingstrategyandthelastsubsectionillustratesoursanitization
approachwithanexample.

4.1. Pseudo Graph
InordertospeeduptheexecutiontimeandminimizetheresourceallocationPseudoGraphdata
structureisused(ÖztürkandErgenç-Bostanoğlu,2017).APseudoGraph(PG)canberepresented
asPG=(V,E)whereVisasetofverticesandEisanorderedsetoflabellededges.PGallowsboth
graphloopsandmultipleedges.EachvertexinPGcontainsitemname(oritemnumber)andeach
edgerepresentslistoftransactionidsthatcontaintheitemsonthepathbetweenstartingvertexand
itsdirectsuccessor.

ThealgorithmforcreatingpseudographofagiventransactionaldatabaseisdepictedinAlgorithm
1.Firsteach transaction is readonebyonefromthedatabaseD, if the transactioncontainsany
sensitiveitemsetthenitisinsertedintothePG.

4.2. DynamicPGBS Algorithm
When a new batch of transaction arrives to the database, the state of a sensitive itemset may
automaticallychangei.e.itmaybecomeinfrequent,infrequentsensitiveitemsetmaybecomefrequent,
orthestateofthesensitiveitemsetmayremainthesame.Themainchallengeishidingsensitive
itemsetswithminimumexecutiontime,resourceallocationandsideeffectswhiletheirstatesvary.
Asalreadyexplained,inordertospeeduptheexecutiontimeandminimizetheresourceallocation
PseudoGraphdatastructureisusedasproposedin(ÖztürkandErgenç-Bostanoğlu,2017).This
time,onlysensitivetransactionsareputintothePseudoGraphstructurebecausethemodification
ofnon-sensitivetransactionsdoesnotaffectthesupportofanysensitiveitemset.Anotherreasonfor
puttingonlysensitivetransactionsintoPGiscontinuouslyincreasingdatabasesize.

ThemainpropertiesofourproposedDynamicPGBSalgorithmarelistedasfollowsi)itisdesigned
forincrementalenvironmentandassumesthatthesanitizationoperationiscontinuous,ii)ithandles
incrementalarrivals,iii)itcreatesthesanitizeddatabasebyusinganinternaldatastructures,iv)it
allowsdatabaseownertoassignmultiplesensitivesupportthresholdstosensitiveitemsets.

DynamicPGBSalgorithmkeepsthesensitivetransactionsinapseudograph;eachincrement
is added on this data structure. Before sharing the database, our proposed algorithm modifies
transactions for hiding the sensitive itemsets on this pseudo graph. This modification operation
consistsofdeletingsomeitemsfromsensitivetransactionsuntilsupportofeverysensitiveitemsetfalls
belowthecorrespondingsensitivesupportthresholdbycausingasminimumsideeffectaspossible.
DynamicPGBSalgorithmdoesnotmodifyanytransactionintheactualdatabase,itperformsthe
modificationoperationsontheinternaldatastructure,becauseinanincrementalenvironmentthe
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databaseiscontinuouslyupdatedandsharedmanytimes;originaldatabaseshouldbekeptasitis.
Whensharingthedatabaseisrequired,hidingoperationisappliedonthepseudographandsummary
ofdeleteoperationsisprepared.Withthehelpofthissummary,sanitizeddatabaseisgeneratedasa
copyoftheactualdatabasebyapplyingnecessarymodifications.

TheflowchartofDynamicPGBSisgiveninFigure2.ThealgorithmtakesdatabaseD,minimum
support thresholdsofsensitiveitemsets(MST)andsensitiveitemsets(SI)as inputwhereSIand
theMSTareassumedtobedefinedbythepreferencesorprivacypoliciesofthedatabaseowner.
InitializationProcesspreparesinternaldatastructure.Aftertheinitializationprocess,ifanewbatchof
transactions(d)arrivesthenthealgorithmperformstheIncrementHandlingprocesswhichupdatesthe
databaseandtheinternaldatastructure.EitheraftertheInitializationprocessorIncrementHandling
processifthedatabaseownerwantstoreleasethedatabase,theHidingProcessisperformed.Hiding
processdefinesthetransactionstobemodifiedanditemstobedeletedfromthesetransactions.The
objectivehereistopreparesummaryofdeleteoperations.AftertheHidingProcessisfinishedthe
databaseownercansharethedatabasewiththePublishDatabaseprocess.Thisprocesscreatesacopy
oftheoriginaldatabasebymakingrequiredmodificationsdefinedbyHidingProcess.Thiscopyis
thesanitizeddatabaseD’inwhichsensitiveitemsetsareinfrequent,inotherwordstheyarehidden.
Anotheroperationperformedbythisprocessistorestoretheinternaldatastructuretothestateprior
thesanitizationprocessinordertobereadytoacceptanewincrementandtobecompliantwiththe
originaldatabase.

Therearethreeimportant internaldatastructuresusedbyDynamicPGBSalgorithm;Pseudo
Graph(PG),theSensitiveCountTable(SCT)andtheSanitizationTable(ST).PGkeepsallsensitive

Algorithm 1. Initialization Process
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transactions.SeconddatastructureSCTkeepsthenumberofnecessarymodifications(NModify)related
with thesensitive itemsets inorder to reduce theiractual supportsbelow thegivenuserdefined
sensitivethresholds.Equation(1)showshowtocalculateNModifyrelatedwitheachsensitiveitemset

Figure 2. Flowchart of DynamicPGBS
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inSCT.Basefloorisusedforthedifferenceintheequationsincesupportcountcalculationsderived
fromsupportpercentagesmayyielddecimalnumbers.

NModify=⌊actual support count of itemset - sensitive threshold count+1⌋ (1)

Asanexample,inTable2,NModifyforsensitiveitemset“ad”is3;itmeansthatifwedeleteeither
item“a”oritem“d”3times,wereduceactualsupportcountofitemset“ad”belowthegivensensitive
threshold.IfNModityvalueofanysensitiveitemsetiszeroorlessthanzero,thisimpliesthatthegiven
sensitiveitemsetishiddeninthedatabase.

ThethirddatastructureSTkeeps themodificationinformationwhichwillbeappliedto the
databasebeforeitisreleased.TheSTkeepsthepairsofvictimitemsandtransactions,wherethe
victimfieldshowswhichitemwillbedeletedandthetransactionsfieldshowstheidsoftransactions
thatwillbemodified.Asanexample,ifvictimitem“d”inTable3isremovedfromtransactions8,7,
10;itmeansallsensitiveitemsetswillbehidden.TheobjectiveoftheHidingProcessistoprepareST.

TheDynamicPGBSconsistsoffourmajorprocessesasseeninFigure2;Initialization,Increment
Handling,HidingandPublishDatabase.Initializationprocessputsallsensitivetransactionsindataset
DtoPGandAlgorithm1presentsthisprocess.Incrementhandlingprocessaddsalltransactionsin
incrementdtoDandthenaddsallsensitivetransactionsindtoPG.TheHidingprocesscreatesthe
SanitizationTableanditisdepictedinAlgorithm2.ThePublishDatabaseprocessfirstpreparesD’
asacopyofDbydeletingeachitemfromitscorrespondingtransactiongiveninSTandthenrestores
allremoveditemsonPG.Therestoreoperationisperformedbyputtingeachvictimandtransactions
pairsstoredinSTintothePGagain.

InAlgorithm2throughSteps1to2firstSCTiscreatedbycalculatingNModifyofeachsensitive
itemset and then sorted in decreasing order of NModify. In Step 3 cover degree of each item is
calculatedbycountingoccurrencesofitemsinallsensitiveitemsetswhoseNModifyvalueisgreater
thanzero.WheneverNModifyofarecordinSCTbecomeslessthanorequaltozero,itindicatesthat
thecorrespondingsensitiveitemsetinSCTisalreadysanitized.InStep4thesanitizationoperation
startsfromthefirstrowr1ofSCTandkeepsselectingvictimitemsandcorrespondingtransactions
tillNModifyofallrecordsinSCTbecomelessthanorequalzero.Thefirstrowr1ofSCTisselectedto
besanitizedfirst,becauseitkeepsthesensitiveitemsetthatneedsmoresupportdecreasethanothers.
InStep5thevictimitemisselectedamongitemsinr1.SIthathasthemaximumcoverdegree,if
thereismorethanonevictimitemhavingthesamecoverdegreethevictimitemisselectedwiththe
highestsupportinPG.Finally,ifthereisstillmorethanonevictimitem,arandomitemisselected.
ThevariableUSI(UnifiedSensitiveItemsets)istheunificationofallsensitiveitemsetsofSCTwhose

Table 2. Sensitive count table (SCT)

SI Actual Support 
Count

Sensitive Threshold Sensitive Threshold 
Count

NModify

ad 5 30% 3 3

cd 3 15% 1 2

bd 1 10% 1 1

Table 3. Sanitization table (ST)

Victim Transactions

d 8, 7, 10
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NModifyvalueisgreaterthanzeroandcontainthevictimitem.TheUSIisgeneratedinStep6and
thenmaximumr1.NModifynumberoftransactionidscontainingUSIisuncoveredinStep7.InStep8
thevictimisdeletedfromthesetransactionsonPGandtheninStep9thesevictimandtransaction
idpairsareaddedtotheSanitizationTable(ST).ThroughSteps10to18,ifanysensitiveitemset
isasubsetofUSIthenitsNModifyisdecreasedbythenumberoftransactionidsuncoveredandthen
sensitiveitemsetswhoseNModifybecamelessthanorequaltozeroareremovedfromtheUSI.InStep
19ifthesensitiveitemsetinthefirstrowofSCTisstillnotsanitizedthenthealgorithmtriestofind
differenttransactionsbychangingtheUSIwithremovingthesensitiveitemsethavingtheleastNModify.

WhencomputationalcomplexityoftheInitializationprocessisanalyzeditisseenthatfirstthe
databaseisscannedinordertofindsensitivetransactions,timecomplexityofthisStepisO(|D|)
where|D|isthedatabasesize.DuringthisscaneachsensitivetransactionisputintoPG,thecost
ofthisO(|V|)where|V|isthetotalnumberofvertices,inotherwordnumberofdistinctitemsin
thedatabase.Asaresult,scanningthedatabasetofindsensitivetransactionsandputtingtheminto
PGbringstotalO(|D|*|V|)computationalcomplexity.Hidingprocessontheotherhand,uncovers
transactionsfromPGinO(|V|) time.That is repeatedas thenumberofvictimitemssoatworst
casecomputationalcomplexityisO(|SI|*|V|)where|SI|isthenumberofitemsinallsensitiveitems
assumingthatthereisnooverlappingitem.

4.3. Illustrating example
SupposethedatabasegiveninFigure1(a)andsensitiveitemsetswiththeirsensitivethresholdsas
inFigure1(b)aregiven.FirsttheInitializationProcessputsallsensitivetransactionsintoPGas
showninFigure3(a).Wheneveranincrementarrives,IncrementHandlingprocessupdatesDand
PG,withtheexampletheupdatedPGisshowninFigure3(b).

LetuscontinuebyexplainingHidingProcess;thealgorithmusesthePGtocreatetheSensitive
CountTable(SCT)withcalculatedNModifyvalues(Step1)asshowninTable2,Coverdegreeofeach
itemstoredinSCTiscalculatedasa:1,b:1,c:1andd:3(Step3;a,bandcisincludedin1sensitive
itemsetwhereasdisincludedby3ofthesensitiveitemsets).ThefirstrowinSCTstoresthesensitive
itemset“ad”sothevictimisselectedamongcandidatevictims“a”and“d”where“d”isselectedas
victimitembecauseithasthemaximumcoverdegree(Step5).Thenthealgorithmunifies3ofthe
sensitiveitemsetsbecauseeachofthemcontainsthevictimitem“d”.Theunifiedsensitiveitemsetis
“abcd”(Step6)andaccordingtoFigure3(b)onlythetransaction8contains“abcd”(Step7).Sothe
item“d”isremovedfrom8thtransactioninPGasshowninFigure3(c)(Step8),thevictimitem“d”
andtransaction8isaddedintotheST(Step9)andNModifyvalueofeachsensitiveitemsetinSCTis
decreasedby1.NModifyvalueofthesensitiveitemset“bd”becomeszerosothecoverdegreeofitems
areupdatedasa:1,c:1andd:2(Steps10-18).Thealgorithmselectsnewvictimitem,againtheitem
“d”isselectedbecauseitstillhasthemaximumcoverdegree,alsothesensitiveitemsets“ad”and
“cd”areunifedbecausetheybothcontaintheitem“d”.AccordingtoFigure3(c)transactions7and
10containtheunifieditemset“acd”.Thevictim“d”isremovedfromtransactions7and10asshown
inFigure3(d)andthesevictimitemandtransactionpairsareaddedtotheST.ThenewNModifyvalue
of“ad”becomes0and“cd”becomes-1sothehidingprocessterminates.

AftertheHidingProcessisfinishedthePublishDatabaseProcesspreparesD’bydeletingeach
victimitemandtransactionspairstoredinSTfromD.TheresultingSTforthisexampleisgivenin
Table3andaccordingtothistablethesanitizeddatabaseD’isgiveninFigure4.Afterhavingsanitized
datasetD’ready,PGisrecoveredbyagainusingtheSTandthenallrecordsinSTaredeleted.Now
thesystemisreadytoacceptnewincrements.

5. PeRFoRMANCe eVALUATIoN

InthissectiontheperformanceofDynamicPGBSiscomparedwithSPITF(DaiandChiang,2010)
andRHID(Jadavetal.,2014)algorithms.AsDynamicPGBSbothSPITFandRHIDalgorithmsare
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designedforincrementalenvironment.Theydifferintheirsanitizationmethodologies.TheSPITF
performsthesanitizationoperationonthewholedatabaseaftertheincrementalparthasbeenadded
whereas theRHIDalgorithmperforms thesanitizationprocesson the incrementalpartand then
combinesitwiththesanitizedoriginaldatabase.BothSPITFandRHIDenabletheusertoassign
differentsensitivethresholdstoeachsensitiveitemsetasDynamicPGBS.

AlltheexperimentsareconductedonacomputerwithIntelcorei7-55002.4GHZprocessor
and8GBofRAMrunningonaWindows10operatingsystem.ExecutiontimeincludesI/OandCPU
time.Duringperformanceevaluation,itisensuredthatthesystemstateissimilarforalltestrunsand
theygivecloseresultswhenrepeated.

Ourexperimentsareperformedon4realdatabases;Chess,ConnectandMushroomandRetail
wherefirstthreeisobtainedfromUCIRepository(BlakeandMerz,1998)andlastoneisretrieved
from(Brijsetal.,1999).Inadditionto4realdatabases2syntheticdatabasesareused.Thesynthetic

Algorithm 2. Hiding Process
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databases with different characteristics are generated by using the IBM quest dataset generator
(Bhalodiya,2014).Thecharacteristicsofalldatabasesintermsofnumberoftransactions,number
ofdistinctitems,averagetransactionlength,shortestandlongesttransactionlengthanddensityare
giveninTable4.Thedensityofadatabaseistheaveragetransactionlengthdividedbynumberof
distinctitems.Densityofadatabaseshowswhetheritisdenseorsparse.Asindicatedin(Bayardoet
al.,1999;GkoulalasandDivanis,2009;Hanetal.,2000;Peietal.,2000)frequentitemsetsgenerated
fromdensedatabasesmaybelong.Databaseswithdifferentdensitiesallowtheobservationofthe
performanceofthealgorithmondenseandsparsedatabasesandwithshortandlongfrequentitemsets.

ToassesstheperformanceofDynamicPGBS10sensitiveitemsetsarerandomlyselectedand
assignedthemmultiplesensitivethresholdsforeachdatabase.Toselectthesensitiveitemsetsand
assignthemdifferentsensitivesupportthresholdsthedatabasesarepartitionedinto5binswherethe

Figure 3. Pseudo Graph (PG) with the motivating example; (a) PG of the sensitive transactions in the original part of the database; 
(b) PG of the sensitive transactions in the whole updated database; (c) PG after item “d” is removed from transaction 8; (d) PG 
after item “d” is removed from transactions 7 and 10

Figure 4. Sanitized database D’
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binscontainnearlyequalnumberofitemsets.Then2itemsetsarerandomlyselectedfromeachbin
andassignedtheminimumsupportthresholdastheminimumsupportgiveninthesupportrangeof
thecorrespondingbin.ThesupportrangesofthebinsforeachdatabasearegiveninTable5.

Mainobjectiveoftheperformanceevaluationistoobservetheimpactoftheincrementsizeon
theperformanceofthealgorithms.Thealgorithmsarecomparedfor10incrementsizesintherange
of10%to100%.Theperformanceofallalgorithmsismeasuredwithrespecttoexecutiontime,side
effectsandtotalmemoryconsumption.Asexecutiontime,thetimeneededbyeachalgorithmto
performthesanitization,assideeffectshidingfailure,distanceandinformationlosscausedbythe
sanitizationalgorithmandastotalmemoryconsumptionthetotalmemoryallocatedbyeachalgorithm
toperformthesanitizationprocessareconsidered.

During the tests it is noticed that SPITF algorithm cannot guarantee zero hiding failure on
dense databases. SPITF algorithm gives zero hiding failure in sparse databases like Retail and
SyntheticSparsewhereasitfailstohidesomesensitiveitemsetsindensedatabasesasChess,Connect,
MushroomandSyntheticDense.ThehidingfailureofDynamicPGBSandRHIDalgorithmsiszero
inallgivensixdatabases,whichmeansthesetwoalgorithmssuccessfullyhideallgivensensitive
itemsets.HidingfailureresultsofSPITFalgorithmfordensedatabasesaregiveninFigure5.

5.1. execution Time
InFigure6executiontimeofDynamicPGBS,SPITFandRHIDaredemonstrated.Executiontime
ofDynamicPGBSandSPITFdoesnotchangeexplicitlywhennewtransactionsareaddedonsparse
databasesasinFigure6(c)and(e)whichisnotthecaseinRHIDalgorithm.Thisisreasonable
becausesparsedatabasesproducemanyshortfrequentitemsetsandthesensitiveitemsetsforeach
databaseareselectedrandomlyfromthefrequentitemsets,sothismakesthesizeofthesensitive

Table 4. Characteristics of experimental databases

Database 
Name

Number of 
Transactions

Distinct Items Average 
Length

Shortest 
Length

Longest 
Length

Density (%)

Chess 3,196 75 37 38 38 49.4

Connect 67,557 129 43 43 43 33.4

Mushroom 8,124 119 23 20 24 19.4

Retail 88,162 16,470 10.3 2 77 0.0625

SyntheticDense 29,166 99 43.09 2 44 43.5

SyntheticSparse 28,417 9,479 11.48 2 11 0.1212

Table 5. Support ranges of the databases

Chess Connect Mushroom Retail Synthetic 
Dense

Synthetic Sparse

Bin Support Range 
(%)

Support Range 
(%)

Support Range 
(%)

Support Range 
(%)

Support Range 
(%)

Support Range 
(%)

1 (60.01,61.36] (85,85.7] (11,12.18] (0.1,0.118] (30,30.8] (0.5,0.544]

2 (61.36,63.08] (85.76,86.72] (12.18,13.88] (0.12,0.142] (30.8,31.85] (0.544,0.6]

3 (63.08,65.55] (86.73,87.92] (13.88,15.40] (0.144,0.185] (31.85,33.39] (0.6,0.709]

4 (65.55,69.74] (87.93,89.85] (15.40,20.53] (0.186,0.287] (33.39,36.19] (0.709,0.935]

5 (69.74,99.62] (89.86,99.87] (20.53,100] (0.288,5.072] (36.19,95.46] (0.935,3.8]
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itemsetschosenforsparsedatabasesshorterthandensedatabases.Asthesizeofasensitiveitemset
decreases,theexecutiontimetosearchandmodifyagivensensitiveitemsetinthedatastructuresof
bothDynamicPGBSandSPITFdecreases.TheexecutiontimeofDynamicPBGSislessthanSPITF
andRHIDinalldatabasesandtheRHIDalgorithmhastheworstrunningtimeonConnect,Retail,
SytheticSparseandSyntheticDensedatabasesalthoughitonlysanitizestheincrementalpart,soit
canbeseenthatthedatastructureofbothSPITFandDynamicPGBSdecreasestheexecutiontime.
TheexecutiontimeofRHIDalgorithmisbetterthanSPITFwhenthedatabaseisdenseandcontains
smallnumberoftransactionswherethissituationcaneasilybeseenonChessdatabase(Figure6(d)).

5.2. Distance
Theexperimentalresultsofthedistanceexperimentshowthatthebestdistanceresultachievedby
SPITFalgorithmisinonlydenseandlargedatabaseConnect(Figure7).Thismaybeduetofactthat
SPITFisunabletohideallsensitiveitemsetsondensedatabasesandasaresultlessthannecessary
number of transaction modification causes less item removal. DynamicPGBS achieves the best
distanceresultinsparsedatabasesRetailandSyntheticSparseandtheRHIDalgorithmachievesthe
bestdistanceindensedatabasesChessandSyntheticDensedatabases.

5.3. Information Loss
Theexperiment resultsof InformationLoss aregiven inFigure8.The results show thatSPITF
causeslessInformationLossthanDynamicPGBSandRHIDondensedatabaseslikeChess,Connect
andSyntheticDensebecauseitisunabletohide2ofthesensitiveitemsetsonthesedatabases.On
Mushroom database the DynamicPGBS causes minimum information loss when the increment
sizesare10%,20%,30%,90%and100%andbetween40%and80%theSPITFalgorithmhasthe
minimumvalue.TheresultsforMushroomdependontheincrementsizebecausethedensityofthis
databasesmallerthanotherdensedatabases.OnsparsedatabaseslikeRetailandSyntheticSparsethe
DynamicPGBSalgorithmgiveslessinformationlossthantheSPITFandRHIDalgorithms.

5.4. Memory Requirement
Figure9showsthetotalmemoryconsumptioninmegabytes(MB).TheRHIDalgorithmconsumes
theminimumamountofmemoryondensedatabasesandalsoitstotalmemoryconsumptionincreases
linearlywiththeincrementsizeforalldatabases.Thisisbecausetheaveragetransactionlengthsof
densedatabases(Chess,Connect,MushroomandSyntheticDense)aregreaterthansparsedatabases
(RetailandSyntheticSparse).Astheaveragetransactionlengthincreasesthememoryconsumption
ofdatastructuresofbothSPITFandDynamicPGBSalgorithmsincrease if thearrivingbatchof
transactionsaredifferentthanthetransactionspreviouslyadded,whereastheRHIDalgorithmdoes
notuseanydatastructuretostorethetransactionsthesimilarityoftransactionsintheoriginalpartand
incrementalpartdoesnotaffectthememoryconsumption.TheDynamicPGBSalgorithmconsumes
theminimumamountofmemoryasinFigure9(c)and(e)whenthedatabasesaresparse,thisis
duetosmallaveragetransactionlength.AlsoinalldatabasestheSPITFalgorithmconsumesthe
highestamountofmemorybecauseofitstreelikedatastructure.Inthisdatastructureanitemcan
berepresentedasnodemanytimesbutthisisnotthecaseinDynamicPGBS’sgraphdatastructure.

Figure 5. Hiding failure of SPITF algorithm
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5.5. Discussion on the Results
ThePseudoGraphdatastructureusedinDynamicPGBShassignificantimprovementontheexecution
timeforeachdatabaseusedintheperformanceevaluation.OnsparsedatabasestheDynamicPGBS
hastheminimumdistanceandinformationlossvaluewhereasithasthesecond-bestresultsondense
databases.TheSPITFalgorithmseemstobegoodindistanceandinformationlossondensedatabases
butthemostimportantdrawbackofthisalgorithmis,itcauseshidingfailureontheresultingsanitized
databaseswhenthedensityofthedatabasesishigh.

ThememoryconsumptionofDynamicPGBSisproportionaltodensityandthesizeofthegiven
database.ThetotalmemoryconsumptionofRHIDalgorithmisbetterthanDynamicPGBSbutthis
memoryallocationcomeswithatradeoffofhigherexecutiontime.

Figure 6. Execution time of sanitization process; (a) Mushroom Database; (b) Connect Database; (c) Retail Database; (d) Chess 
Database; (e) SyntheticSparse Database; (f) SyntheticDense Database
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6. CoNCLUSIoN

InthispaperanewdistortionbaseddynamicheuristicitemsethidingalgorithmcalledDynamicPGBS
fortheproblemofitemsethidingonupdateddatabasesisproposed.TheDynamicPGBSalgorithm
is based on the hiding algorithm in (Öztürk and Ergenç-Bostanoğlu, 2017). Besides concealing
thesensitive itemsets, theDynamicPGBS isdesigned for thechallengessuchashidingsensitive
itemsetsundermultiplesensitivesupportthresholdsanddealingwiththeincrementalenvironment.
AllsensitivetransactionsinthewholeupdateddatabasearerepresentedasPseudoGraphstructure
thusscanningthesensitivetransactionsandmodifyingthembecomemucheasierthanperforming
theseoperationsontheactualdatabase.AfterasanitizationoperationDynamicPGBSrestoresall
transactionmodificationsonthispseudograph.Thus,itstillutilizesallpossiblesensitivetransaction
modificationsinthenextsanitizationoperation.

Figure 7. Number of items removed during sanitization process; (a) Mushroom Database; (b) Connect Database; (c) Retail Database; 
(d) Chess Database; (e) SyntheticSparse Database; (f) SyntheticDense Database
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TheexperimentalresultsshowthatDynamicPGBScanachievereasonableresultswhencompared
tootherdynamicalgorithms in the literature.Especiallyon sparsedatabases theDynamicPGBS
achievesthebestperformanceintermsofexecutiontime,distance,informationlossandtotalmemory
allocation.Ontheotherhand,ondensedatabasestheDynamicPGBSachievesthebestperformancein
termsofexecutiontime.AlthoughtheDynamicPGBShasthesecond-bestresultsintermofdistance,
informationlossandmemoryallocationondensedatabases,itguaranteeszerohidingfailure.

Asfutureworkitisplannedto;i)extendthealgorithmtohandlethedeletionsinthedatabases
aswell,ii)proposeanewversionofhidingprocesswheredegreeofvictimtransactionswillalso
beconsidered.

Figure 8. Information Loss during sanitization process; (a) Mushroom Database; (b) Connect Database; (c) Retail Database; (d) 
Chess Database; (e) SyntheticSparse Database; (f) SyntheticDense Database
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Figure 9. Total memory consumption during sanitization process; (a) Mushroom Database; (b) Connect Database; (c) Retail 
Database; (d) Chess Database; (e) SyntheticSparse Database; (f) SyntheticDense Database
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