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Abstract: In the proposed random communication system (RCS), the alpha-stable (a-stable) noise as a random carrier drives
the transmitter which is modelled by the linear dynamical system and the skewness parameter of the random carrier encodes
the binary messages. By selecting the receiver as the inverse system of the transmitter, the output of the receiver is ensured to
be a-stable noise whose skewness parameters are then estimated to decode the binary messages. The response of a linear
system to an a-stable process is again a-stable process, however, the skewness parameters of the response differs from that of
the input which can only be recovered at the output of the inverse system. Hence, estimation of skewness parameter by an
eavesdropper, without using the inverse system, will not reveal the true binary messages while the intended receiver truly
decodes the binary messages. The proposed inverse system based RCS provides efficient performance which is shown by
comparing the bit error rate of the intended receiver and an eavesdropper where the enhancement in covertness is shown by

evaluating the covertness values of the proposed RCS.

1 Introduction

Physical layer security of digital communication systems is
considered as a key factor in ensuring covert transmission. The
thought to exploit alpha-stable (a-stable) noise as a random carrier
to employ physical layer secured communication system started in
2009 [1]. However, attempts to use skewed a-stable (SkaS)
distributed noise as a random carrier or building SkaS distributed
noise-based communication systems, i.e. random communication
systems (RCSs), to achieve the required purpose began in 2015 [2].
The bit error performance (BER) for the introduced binary shift
keying based RCSs in [1, 2], was later evaluated in [3] which
proves the practicality of the idea. Later on, M-ary RCS introduced
in [4] provided further motivation to design more efficient RCSs.
Therefore, different receiver have also been utilised to enhance the
performance of RCSs [5]. However, the most optimised model of
the RCS based on SkaS Levy noise shift keying (Sk-aSNSK) has
been introduced in [6]. Similarly, synchronised RCS was recently
introduced in [7] as the first method for synchronisation of RCSs.

In RCSs, decoding the received signal is impossible without
knowing the pulse length, i.e. duration of a single binary
information bit. However, it is shown in [8] that if the exact pulse
length can be found then it would be possible for an eavesdropper
to retrieve the binary messages hidden in the transmitted a-stable
noise signals by one of the estimation methods given in [9].
Therefore, the true level of covertness cannot be assured in the
previously proposed RCSs [1-7].

In this paper, the newly developed RCS, as shown in Fig. 1,
includes the mth-order linear time invariant (LTI) dynamical
system with Sk-aSNSK signal generator (SG) at the transmitting
end ‘Alice’ while the intended receiver ‘Bob’ uses the inverse LTI
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Fig. 1 Block diagram of the proposed RCS based on the inverse system
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dynamical system of the transmitter with the modified extreme
value method (MEVM)-based estimator. As a result, the
parameters needed to decode the information carrying a-stable
input has been increased from single parameter, i.e. pulse length, to
the state parameters of the utilised LTI dynamical system as well.
The bit error rate (BER) performances of Bob and an eavesdropper
‘Willie’ reflects that Willie is unable to retrieve the hidden binary
messages even if he knows the pulse length, as he is not aware of
the state parameters of the LTI system used by Alice. In
comparison to Willie, Bob is achieving more efficient BER
performance as expected from any covert communication system.
Similarly, the criterion to quantify the covertness of the proposed
RCS, introduced in [8], has been utilised to analyse the security of
the proposed RCS. The covertness analysis reflects that the
utilisation a-stable noise driven inverse system can significantly
increase the covertness of RCSs.

The inspiration to use linear inverse dynamical system in the
context of RCS has come through the steps: (i) the analytical
results obtained in [10] says that the skewness parameter of the
output of LTI system changes in terms of the transfer function of
the LTI system and the skewness and scale parameters of o-stable
random input; (ii) hence, at the transmitter's output, the skewness
parameter of the transmitter's input cannot be decoded, therefore
estimating the skewness parameter of the transmitter's input is only
possible at the corresponding inverse system's output. In the
sequel, a-stable noise is briefly introduced and then the transmitter
and the receiver shown in Fig. 1 are presented.

2 Alpha-stable noise and distribution

The a-stable noise can be generated by a-stable distribution. S, (5,
v, 1) denotes the distribution of a-stable noise ‘E’, i.e. E~ S, (f, 7,
1); where the characteristic exponent ‘@’ which determines the
impulsiveness of noise lies in the interval (0,2], the skewness
parameter ‘f’ lies in the interval [—1,1], ‘¢’ and ‘u’ are the
dispersion (scale) and the location parameters, respectively [11].
The a-stable distribution can be generated by the method given in
[12] by the characteristic function of a-stable noise X~ S, (8, v, 1)
expressed in [11] as
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expliu0 - y*11 0 11(1 - ipsign(@tan( 7))}
ifa#1
$(0) = (1)
explju0 = 7110 11+ p2sien@)in( %)
ifa=1

Note: X ~ Sa=2 (ﬁ =0, 7 /,t), X~ Sa=1 (ﬂ =0, 7 :u) and X ~ Sa=0.5 (ﬁ
=1, y, u) denotes Gaussian, Cauchy and Levy Distributions,
respectively as they are special cases of a-stable distributions.

Remark: the o-stable distribution does not have a second or
higher order moments for a < 2, moreover, the first order moment
does not also exist fora < 1 [11].

3 System description

The considered RCS model consists of the transmitter ‘Alice’,
intended receiver ‘Bob’ and an eavesdropper ‘Willie’.

3.1 Alice (transmitter)

The transmitter consists of Sk-aSNSK SG and a second-order LTI
system. The Sk-aSNSK SG generates random noises Ery;, i.e. Etp
~ S (=P 711 W), and Erp, i.e. Ern ~ S, (fr. yr1 4) to encode
the binary messages ‘0’ and ‘1°, respectively, by exploiting the
antipodal characteristics of SkaS distribution; where f; equals to 1
or —1 have been used to represent the distribution skewed to the
right or to the left, respectively, A2 fr — (—fp) is the
difference between the two fr; used for encoding the binary
message ‘0’ and ‘1°. The duration needed to encode a single binary
message bit is TN, i.e. the pulse length; where Ty, is the length of
a single noise sample and N is the number of generated noise
samples to encode a single binary message bit represented as {err,,

eTIZ, ey eTIN}-

The signals generated from the Ska-SNSK SG are then applied
to the transmitter which is mth-order LTI dynamical system
containing m state variables, p inputs and ¢ outputs, represented as
R =[ABCD]in[8]; where A € R"*", B € R"*?, C € R"”*" and
D €R"”?.  In the proposed RCS, we have chosen the
4 098 -0.01 —0.06

a [—0.01 0.98 B [ 2.19
C=[0 -0.16], and D =[-0.33] which yielded the best BER
performance for the intended receiver among the many arbitrary
selected system representations Rs and their corresponding inverse
systems. Moreover, the sub parameters of £ =[4 B C D], i.e. the
values of the elements of the matrices A € R"*", B € R"*?,
C € R”™™ and D € R?*?, have been randomly obtained by trying
different combinations within the range A, B, C and D ¢ [—1, 3].
The parameters of the system % =[4 B C D] are pre-determined
and known only to the transmitter and to the intended receiver in a
similar way the transmitter and the intended receiver pre-decides
the pulse length before transmission [1-8]. As it is proven in [10]
that the output of £ =[4 B C D] to an a-stable input is also a-
stable, i.e. the input Et; ~ S, (f11, 711, &) results in the output Yo ~
Sy (Pro. Yo W); where Eqp and Yo represent the input and output
of the transmitter %, respectively. However, the fact that
P # Pro, as proven in [10], assures that the binary messages
encoded by the skewness parameter of the input could not be truly
estimated by an eavesdropper even if he is perfectly synchronised
with the transmitter and knows the pulse length as well.

The arbitrary binary message stream consisting of five binary
information bits with the corresponding generated a-stable noise
sequence Ery consisting of Ery, ETp,..., ETis and the transmitted
a-stable noise sequence Yo are shown in Fig. 2; where o= 1.5, fyy
=1, yy1 =1 and i = 0 are used to generate Eryy.

representation s )
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Fig. 2 Binary messages by Alice (upper), generated and transmitted noise
sequences by Alice in time domain (lower); T, =1, N=1000, T,N =1 %
10

3.2 Bob and Wiillie (intended receiver and eavesdropper)

The a-stable noise sequence at the input of the receiver is Eg; =
Y10 + G, which is accessible to Bob and also to Willie; where the
additive white Gaussian noise in the channel is G ~ S4, - (=0, 15
=1, u=0). Since, Bob is aware of the transmitter ‘%’ he can
design his receiver as the inverse system of & as given in [13], i.e.
#; =[A-BD”'C BD"' —D'C D™"]. By applying the received
sequence ER; to his receiver %, Bob can estimate the skewness
parameter ,éT, from his output YRo by subdividing the received data
{¥rRo,, YRO, ---» Yroy} holding a single binary message
bit, consisting of N samples during the pulse length TyN, into L=
25 non-overlapping segments of length K =40 (i.e. K = N/L). The
logarithms of the maximum and minimum samples from each

segment /=1,2,..., L from total L segments are calculated and
represented below by Y, _ . and Y;_ i, as

Y- max = log{ max Orox-x+ili € 1,2, ..., K)} 2)
Y)_min = log{ — min QGro -x+ili € 1,2, ..., K)} 3)

The means, i.e. Y. and Y., and corresponding variances, i.e.
Smax and  spin, of the received data are then computed which is
followed by an estimate for pyy, i.e. ﬂATI, to decode a single binary
message bit as ‘0" *1” if fr; < 0 (B > 0).

L
1
Yinax = I z Y- max 4
=1
1 L
Yiin = b z Y| min Q)
[=1
1 L
stznax = -1 Z (Y1 _max — Ymax)2 (6)
[=1
1 L
L o N2
Smin = L—1 IZ] (Y[—mm Ynin) (7)
Therefore,
. 2
=1- —F"—F— 8
ﬂTI CXP(OC(Smax - Smin)) ( )
where
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N 7 1 1
*= m( Ymax * Ymin) (9)

Even though there is not any method, algorithm or attack to crack
the hidden pulse length, i.e. TyN, of Eg or YRo but considering the
worst case scenario, we have assumed that both Bob and Willie
know Ty, and N. Therefore, Willie could also utilise the same
MEVM based estimator, explained above in (2-9), to retrieve the
binary message stream by estimating ﬂATI but from the data {eg,,
R1,---» eriyy Of the received signal Eg; while Bob is estimating

from Ygro. The received noise sequences Eg and Yo, respectively,
utilised by Bob and Willie with their retrieved binary message
streams and the corresponding estimated skewness parameters,
have been shown in Fig. 3.

4 Experimental results

The performance of the proposed inverse system-based RCS has
been examined in this section by comparing the BER performances
of Bob and Willie and the covertness has been analysed according
to the only available measure of covertness for RCS proposed in

[8].

4.1 BER performance analysis

It has been shown in Fig. 3 that the transmitted binary message
stream is irretrievable from the fr estimated by an eavesdropper.
However, in order to accurately evaluate the proposed RCS, the
BER performances of Bob and Willie have also been computed, as

shown in Fig. 4, against the channel mixed signal to noise ratio
(MSNR); where MSNR is defined in [9] as

MSNR 5 = 101og? (10)
G

According to the BER performances of Bob and Willie, as shown
in Fig. 4, for the chosen L and K, one can conclude that the
intended receiver will always outperform an eavesdropper by a
large BER margin, for the same value of the impulsiveness
parameter ‘o’ utilised by Alice where BER margin is the difference
between the BER of Bob and Willie at some specific MSNR for the
same value of o utilised by Alice to generate the noise sequences.
Among the previously proposed RCSs in [1-6], the RCS
introduced in [6] is the most optimised model till now as it has
achieved comparatively better BER performance among its peers
for any specific a [6, Fig. 4]. In comparison with the RCS
introduced in [6], the proposed inverse system based RCS has also
achieved similar BER performance while it provides a significant
increase in covertness which has been shown in the next section.
The BER performance degrades for higher values of o when it gets

closer to that of the Gaussian noise, i.e. ag = 2, present in the

channel and vice versa. Moreover, as shown in [6], much more
efficient performance is expected when the greater values of L are
utilised.

4.2 Covertness analysis

To analyse the security of proposed inverse system based RCS, the
only criterion available is covertness value ‘Cy’ which quantifies
the covertness of a-stable noise based RCSs, hence, provides a
clear representation to differentiate the covertness achieved from
various models of RCSs. Cy has been defined in [8] as

Cv = ) Peli) (1)

where Pg(i), i.e. 0 < Pg(6;) < 1, computed in [8] as

BERw(5)

912

is the ith probability of an eavesdropper ‘Willie’ to decode the
transmitted binary information bits with respect to synchronisation
errors ‘6; where ‘BERg = 1/ n’ is the BER of Bob and BERy/(5;)
is the ith BER of an eavesdropper Willie ‘for the corresponding ith
synchronisation error ‘6 and lies with in 1/ n < BERw(5,) <1
(where ‘n’ is the total number of transmitted binary message bits
by Alice).

Remark: As Cy becomes higher, the covertness of RCS
increases. In contrast, Cy close to zero implies less covert RCS.
The absolute Cy indicates either more covert or more vulnerable
RCS.

In order to analyse the covertness of the proposed inverse
system based RCS, it has been compared with the most optimised
model of RCS introduced in [6]. However, the covertness of the
optimised model of RCS proposed in [6] has already been analysed
in [8] according to the criterion given above in (11-12). Therefore,
in this section of the paper, the covertness of the proposed inverse
system based RCS has been evaluated and compared to the results
given in [8].

For the same values of o and Ap utilised by Alice in this study
and in [8], the covertness value C,, as shown in Fig. 5, for the
newly proposed inverse system based RCS has increased
significantly in contrast to the C, for optimised model of RCS, as
shown in [8, Fig. 3]. The increase in C,, is not just for some specific
value a and Ap but utilising the inverse system approach to design
RCS has increased the overall covertness for the complete range of
parameter values which shows the usefulness and benefit of
adopting inverse system approach for RCSs.
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Fig. 3 Received signals from AWGN channel in time domain (upper),
estimated skewness parameters and retrieved binary messages by Bob and

Willie (lower); T, =1, N=1000, T,N =1 x 103
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Fig. 4 BER versus MSNR (dB) performances of Bob and Willie for the
different s utilised by Alice; number of transmitted bits = 1000
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Fig. 6 Performance of an eavesdropper Willie

The sudden rise in C, is due to the fact that inverse system
approach results in the worst BER performance of eavesdropper
Willie, i.e. BERw(5;), which has been evaluated and shown in
Fig. 6. In comparison to the covertness analysis of optimised model
of RCS in [8, Fig. 2], the performance of an eavesdropper has
decreased drastically if the newly proposed inverse system based
RCS is used by the transmitter and the intended receiver.
Moreover, the eavesdropper is not even able to achieve the BER of
107! in the proposed inverse system based RCS.

Similarly, synchronisation error margin denoted by ‘SEy’ is
another valueable criterion to check the vulnerability of RCSs. SEy
is the ith synchronisation error ‘6" when the BER function ‘i.e.
BERw(5;) © of Willie initially drops by 1/n in the range 0 < §; < 1
which is defined in [8] as

SEy = 6| BERw(5) < % (13)

It has also been shown in Fig. 6 that SEy; available to the
eavesdropper Willie has also decreased to zero which further
reflects the amount of security achieved by deploying inverse
system based RCSs.
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5 Conclusion

The covertness of the previously proposed RCSs has been built
solely on the hidden pulse length which is required for the
decoding process, however, this letter presents the new RCS where
the transmitter is a LTI dynamical system driven by a-stable noise
which acts as a random carrier and the output of the inverse system
of the transmitter is the input to the MEVM estimator for the
intended receiver. According to the BER results of Bob and Willie,
the intended receiver achieves significantly better performance
compare to the previous RCSs. As the security complexity has
been increased due to the utilisation of the inverse system,
therefore the security analysis shows much bigger covertness
values for the proposed RCS in comparison to the previously
proposed models which reflects the enhances security level of the
proposed inverse system based design.

Moreover, using higher-order LTI systems might provide more
security and enhanced BER performance which will be
investigated as future work.

Currently, the proposed system is only for wire communication
system. However, RCSs can also be applied for wireless
communication systems. As in practice, the noise cannot be
directly transmitted itself. Therefore, as a pre-processing, it must
be transformed into bandlimited noise. The robustness against
interference and compatibility with wireless communication
systems would require further signal design techniques involving
filtering and modulation process for stable noise in order to restrict
it within a specified bandwidth. There are the subjects of the
ongoing study.
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