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Free-Space Quantum Key Distribution with Single Photons
from Defects in Hexagonal Boron Nitride

Çağlar Samaner, Serkan Paçal, Görkem Mutlu, Kıvanç Uyanık, and Serkan Ateş*

Efficient single photon generation is an important requirement for several
practical applications in quantum technologies, including quantum
cryptography. A proof-of-concept demonstration of free-space quantum key
distribution (QKD) is presented with single photons generated from an
isolated defect in hexagonal boron nitride (hBN). The bright source operating
at room temperature is integrated into a QKD system based on B92 protocol
and a sifted key rate of 238 bps with a quantum bit error rate of 8.95% are
achieved at 1 MHz clock rate. The effect of temporal filtering of detected
photons on the performance of QKD parameters is also studied. It is believed
that these results will stimulate the research on optically active defects in hBN
as well as other 2D-based quantum emitters and their applications within
quantum information technologies including practical QKD systems.

1. Introduction

Quantum key distribution (QKD) is one of the most developed
applications within quantum information technologies. The first
proposed QKD protocol, known as BB84,[1] relies on the polar-
ization of photons for encoding information. Among several ap-
proaches, using weak coherent pulses as the light source pro-
vides a practical approach to realize a QKD system, although
it is inefficient[2] and has possible security weaknesses under
photon number splitting attacks (PNS).[3] These issues are ad-
dressed by using decoy states,[4,5] which are also implemented
in practical QKD systems using integrated photonic and elec-
tronic circuits.[6,7] However, ultimate security and long-distance
operation still require true single photon sources (SPSs) with
high efficiency. To date, several SPSs have been used in different
QKD demonstrations, such as optically[8–11] or electrically[12,13]

excited semiconductor quantum dots (QDs) and color centers
in diamond.[14–16] Although semiconductor QDs have the advan-
tage of easier integration with cavity-based systems and electrical
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operation, they require cryogenic tempera-
tures for efficient operation. Alternatively,
color centers in diamond nanocrystals gen-
erate bright emission at room temperature
and they can be implemented in nano-
photonic structures for applications in
integrated photonic technologies.[17] In ad-
dition to these SPSs, a recent study shows
that single dibenzoterrylene molecules
embedded in nano-crystals are also good
candidates for QKD systems due to their
high efficiency at room temperature.[18]

There is also a growing interest on
entanglement-based QKD systems[19,20]

that mostly use nonlinear crystals[21] or
semiconductor quantum dots[22–24] for effi-
cient generation of entangled photon pairs.

Despite all the efforts on the above-mentioned SPSs, interest
has grown for quantum emitters in 2Dmaterials, including tran-
sition metal dichalcogenides (TMDCs) and defects in hexagonal
boron nitride (hBN).[25] TMDC materials show direct bandgap
structure when they are in monolayer form and provide bright
single photon emission from trapped excitons. However, similar
to semiconductor QDs, single photon emission from these struc-
tures require cryogenic temperatures. On the other hand, hBN is
known as a 2D indirect bandgap semiconductor.[26] Thanks to its
wide bandgap (≈ 6 eV), hBN hosts several types of optically active
defects[27] that generate efficient single photon emission from
cryogenic temperatures[28–31] up to 800 K[32] over a wide spectral
range from UV[33] to NIR.[34] The fact that hBN hosts bright and
optically stable emitters, in addition to its scalability owing to its
2D nature, makes it a great candidate for several room temper-
ature applications within the quantum technologies, for exam-
ple, quantum random number generation and nanoscale optical
thermometry.[25,35–39]

Here, we present, to the best of our knowledge, the first proof-
of-concept demonstration of B92-based QKD[40] with single pho-
tons generated from an isolated defect in hBN. Brightness and
purity of zero-phonon line (ZPL) emission of the defect are char-
acterized under pulse excitation conditions at room temperature.
The pre-characterized emission is used in a QKD system where
the polarization encoding is realized at 1 MHz clock rate. Sifted
key rate (SKR) and quantum bit error rate (QBER) are also op-
timized via temporal filtering of the detected photons. Finally,
we have performed simulations to understand how the secret
key rate (the key rate after post-processing, i.e., error correction
and privacy amplification) depends on the channel loss to com-
pare the efficiency of studied hBN defect to the alternative single
photon emitters. We anticipate that our results will stimulate the
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Figure 1. a) Schematic representation of confocal micro-PL setup that is used to characterize the optical properties of single defects in hBN. Collected
emission is spectrally analyzed by a spectrometer, and its single photon nature is measured with an HBT interferometer. Spectrally filtered and polarized
single photon emission is guided to the QKD system via a polarization maintaining single mode fiber. b) PL map of a bulk hBN with a bright localized
emission. Inset shows the optical image of the studied hBN structure. c) PL spectrum of the isolated defect taken under 1 MHz repetition rate shows
the ZPL and PSB emission of the defect as well as the Raman scattering from silicon substrate. The inset shows the excitation (square) and emission
(circle) polarization dependent intensity of ZPL emission.

implementation of quantum emitters in hBN for various appli-
cations in quantum technologies.

2. Optical Characterization of hBN–Based Single
Photon Source

Schematic of the experimental setup that is used to characterize
the optical properties of defects in hBN is given in Figure 1a. A
637 nm pulsed laser is used for excitation that passes through a
polarizer and a half-wave plate (HWP) for polarizationmanipula-
tion. A high numerical aperturemicroscope objective (NA= 0.75)
is used to focus the laser light and to collect the emission from
the sample, which is placed on a high-resolution XYZ stage for
precise positioning and for the scanning purposes. A 650 nm
long pass dichroic mirror is used to direct the laser light onto
the sample and transmit the emission to the detection port ef-
ficiently. An additional 650 nm long pass filter is placed on the
detection for further filtering of the laser light. Collected emis-
sion is then passed through aHWP and a polarizing beamsplitter
(PBS) for polarization analysis and directed either to a spectrome-
ter for spectral analysis or to a Hanbury–Brown and Twiss (HBT)
interferometer for photon correlation measurements. The inter-
ferometer contains a 50/50 beamsplitter and two single-photon
detectors (ID120, IDQuantique). Finally, pre-characterized emis-
sion is guided to the QKD setup by a polarization-maintaining
single-mode fiber, which also acts as a pinhole to spatially filter
the ZPL emission. Details of the QKD setup are described be-
low.
Multilayer hBN flakes are obtained from a solution (Graphene

Supermarket) and drop-casted on a SiO2/Si substrate. All data
presented in this work are obtained from a single defect in hBN
operating at room temperature. A photoluminescencemap of the
investigated structure and its optical image are shown in Fig-
ure 1b. The localized bright emission observed in the map is
due to an isolated defect with the emission spectrum (recorded
under 1 MHz laser repetition rate) given in Figure 1c. The de-
fect has a sharp zero-phonon line (ZPL) emission at 1.848 eV
(671 nm) with a characteristic optical phonon sideband (PSB)
at 1.683 eV (736 nm). Energy difference between the ZPL and

the PSB is about 165 meV that matches perfectly with the en-
ergy of the high-energy Raman active phonon mode of the host
hBN. As observed, the ZPL emission from the defect dominates
strongly in the whole spectrum, indicating a large Debye–Waller
factor.[41] In this type of hBNflakes, it is quite challenging to iden-
tify the origin of defects from ZPL energy due to uncontrolled
natural strain around the defect, which can shift the ZPL energy
quite strongly.[42] The inset of Figure 1c shows the absorption and
emission polarization of the ZPL with a high degree of visibility
(≈ 78%) as expected for a single dipole. The observed misalign-
ment between the measured polarization patterns is reported be-
fore, and it is mainly attributed to an indirect excitation process
for defects in hBN.[43]

Besides the strong linear polarization of ZPL emission ob-
served here, its brightness is another important property for
practical QKD systems. To quantify the brightness of the same
emitter, excitation power dependent saturation measurement is
performed on the spectrally filtered ZPL emission (FB670-10,
Thorlabs) with a fiber-coupled single photon detector. Figure 2a
shows the result of this measurement taken under 40 MHz rep-
etition rate of the laser and the solid line represents the fit us-
ing R = (R∞ ∗ P)∕(P + Psat) function obtained from three-level
model of defects in hBN.[28] Here, R∞ and Psat are the maximum
emission rate and the excitation power at which the intensity sat-
urates, respectively. Although the highest measured count rate is
150 kHz under maximum available excitation power, fit results
indicate a maximum achievable emission rate of 495 kHz under
stronger excitation conditions, which is not observed due to lim-
ited power of the available excitation laser. Considering all perfor-
mances of the components used for this measurement (detector
efficiency, coupling into multimode fiber, efficiency of bandpass
filter, transmission of dichroic mirror and efficiency of several
optics over the path), a count rate of 1.2 MHz is achieved after
the microscope objective. This corresponds to a 3% collection ef-
ficiency under the highest excitation power of the laser at 40MHz
repetition rate, which reaches up to 10% for the maximum emis-
sion rate of 495 kHz, considering a 100% quantum yield of the
emitter. However, direct measurement of quantum yield for sim-
ilar types of defects in hBN were reported to be about 40%,[44]
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Figure 2. a) Excitation power dependence of ZPL emission (spectrally fil-
tered) measured with an APD under 40 MHz repetition rate. Inset: Time-
resolved PL of the defect with a decay time of 3.45 ns. b) Second-order pho-
ton correlation measurement of the same emitter taken under 1 MHz rep-
etition rate. The anti-bunching value is estimated as g(2)(0) = 0.12 ± 0.03.
The inset shows the magnified zero time delay region for clarity.

indicating even higher collection efficiencies could be achieved
potentially. Collection efficiency of the ZPL emission can be
further improved by either using solid-immersion lenses[45]

or coupling the emitters to nano-photonic[46] or plasmonic
structures.[47]

In addition to the saturation, the dynamics of the ZPL emis-
sion is measured using time-correlated single photon counting
method. Inset of Figure 2a shows the result of such an exper-
iment under 10 MHz excitation rate. A single exponential de-
cay with a lifetime of 3.45 ± 0.05 ns is observed for the stud-
ied defect.[28] We also examined the purity of the emitted pho-
tons bymeasuring the second-order photon correlation function,
g2(𝜏), using the HBT interferometer. The result of such an exper-
iment performed on the spectrally filtered ZPL emission (Thor-
labs FL670-10) is shown in Figure 2b. While the number of coin-
cidences decrease exponentially over long time delays as expected
for a three-level emitter, a clear anti-bunching is observed at zero
time delay with a value of g2(0) = 0.12 ± 0.02. This experiment
is performed under 1 MHz excitation rate under full available ex-
citation power (≈ half of the saturation), which is also used for the
demonstration of QKDwith the same emitter. Finally, the linearly
polarized single photon emission from the defect is coupled to a
polarization-maintaining fiber for the demonstration of QKD.

3. Demonstration of Quantum Key Distribution

In this work, a B92-based protocol is implemented due to its
simplicity and the availability of the equipment at the expense
of lower key rate efficiency compared to the BB84 protocol. In
the B92 protocol, Alice randomly prepares the photon polariza-
tions in any two non-orthogonal states, for example, 90 degree
and +45 degree, corresponding to a bit value of 0 and 1, respec-
tively. Bob performs random measurements on two orthogonal
polarizations with respect to the prepared states (0 degree and
−45 degree) to distinguish the encoded photons. Ameasurement
in the 0 degree corresponds to a bit value of 1 while a measure-
ment of −45 degree corresponds to a bit value of 0. For key sift-
ing, Bob shares with Alice the time of each measurement event
without actual measurement result to form the final key, which is
then post-processed to create the final secret key. The schematic
of the free-space QKD system is shown in Figure 3. The trans-
mitter (Alice) uses a pulse generator to trigger the excitation laser
(inside the single photon source box) and to feed the high volt-
age amplifier (New Focus HVA 3211) that drives the broadband
electro-optic amplitude modulator (EOM, New Focus 4102) uti-
lized for polarization encoding of single photons. Due to the ca-
pacity of the high-voltage amplifier, the maximum repetition rate
of the entire system is limited to 1 MHz. Single photon emission
is passed through a half-wave plate and a polarizer to set vertical
polarization input with a high extinction ratio before entering the
EOM. In our implementation of the protocol, vertical and +45
degree polarizations are encoded on single photons, which are
obtained by driving the EOM with 0 and 95 V, respectively, and
using a quarter-wave plate (QWP) behind the EOM to convert the
circular polarization output to linear polarization. In this experi-
ment, a periodic encoding of polarizations (010101...) is used for a
proof-of-concept demonstration.[13] The receiver (Bob) employs a
non-polarizing 50:50 BS to choose a randommeasurement basis,
and two PBSs and a HWP for polarization selection. In addition,
two fiber-coupled APDs are attached to the output ports of each
PBS for detection of single photons. Finally, a time tagging mod-
ule is used both to record the time of measurement events from
each APD and to synchronize Alice and Bob via the common trig-
ger signal generated by the pulse generator on the Alice side.
The demonstration of QKD is performed under 1 MHz repe-

tition rate and at the highest achievable power of the excitation
source (not enough to saturate the defect as discussed before).
A total count rate of 30 kHz after the microscope objective and
7.8 kHz at the input of Alice are obtained under this excitation
condition. The count rate is further degraded to 400 Hz on each
APD (on top of ≈1.5 kHz dark counts) because of all the perfor-
mances of the QKD system in use (i.e., optics, EOM transmis-
sion, detection efficiency of APDs, fiber couplings, and the 25%
efficiency of the protocol), which therefore indicates a total effi-
ciency of the QKD system after the first lens to be about 2.67%.
Figure 4a,b shows the histograms of relative time differences

between a laser trigger and APD detection events that are ac-
quired for a 2.5 s-long run of QKD experiment. Since the life-
time of the emitter is 3.45 ns, main contribution to the observed
148 ns delay in the histograms comes from the electronics of
the system. The distribution of detection events around this de-
lay gives a bound for SKR and QBER analysis. Here, the width
of the distribution is used as temporal filtering to eliminate the

Adv. Quantum Technol. 2022, 5, 2200059 © 2022 Wiley-VCH GmbH2200059 (3 of 7)

 25119044, 2022, 9, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1002/qute.202200059 by Izm

ir Y
uksek T

eknoloji E
nstit, W

iley O
nline L

ibrary on [31/10/2022]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense

http://www.advancedsciencenews.com
http://www.advquantumtech.com


www.advancedsciencenews.com www.advquantumtech.com

Figure 3. Experimental setup of B92-based free-space QKD system. Alice Side: One channel of the pulse generator drives the single photon source
system at 1 MHz repetition rate and simultaneously sends the reconciliation signal to the time tagging module, which is used for synchronization of
the system. The other channel sends a periodic pattern signal to the EOM. The modulator controls the polarization of the photons to be vertical (0) or
+45 degree (1) according to the incoming signal. Bob Side: A 50/50 beam splitter (BS) randomly directs the incoming photons to either APD1 or APD2
for polarization analysis. APD1 detects only if the photon has -45 (0) polarization while APD2 detects if it has H (1) polarization and the time of each
detection event is recorded by time tagging module for reconciliation process.

Figure 4. a,b) Histograms of relative time differences between laser trig-
ger and detection on APDs. Each bin shows the total counts in 1 ns time in-
terval for a total of 2.5 second of QKD demonstration. c) Change of QBER
and bit rate as a function of temporal filtering.

effect of random dark counts of APDs outside of this bound and
to increase the signal-to-noise ratio. However, there is a trade-off
between key rate and QBER as a function of temporal filtering,
Δt, as shown in Figure 4c. As observed, decreasing theΔt reduces
the QBER due to the limited contribution of dark counts. Con-
sidering the events in the 3 and 9 ns filtering durations, QBER

and SKR are measured as QBER3ns = 8.95%, SKR3ns = 238 Bit/s
and QBER9ns = 11.34%, SKR9ns = 414 Bit/s, respectively. Below
3 ns filtering, the SKR becomes significantly low, making it in-
efficient for any practical purposes. On the other hand, extend-
ing the temporal filtering duration increases the SKR but also
brings the QBER closer to insecure limits.[48] Performance opti-
mization via similar temporal filtering process was also reported
for QD-based QKD systems recently.[49] It is important to high-
light that the measured key rate is limited by the maximum avail-
able power of the excitation laser. Aswe discussed earlier, the SKR
is expected to be at least a factor of 3 higher under stronger exci-
tation conditions.
To give an idea about the capacity of our SPS, we simulate the

secret key rate per pulse for a BB84-based QKD system using the
experimentally measured values given above. The secret key rate
is given by,[50]

R =
Pclick

2
{𝛽𝜏(QBER) − f (QBER)h(QBER)} (1)

The factor 1/2 is the efficiency of BB84 protocol andPclick is the de-
tection probability of a signal at Bob’s side. Equation (1) also con-
tains multi-photon probability correction 𝛽 = (Pclick − Pm)/Pclick,
where Pm = (1/2)𝜇2g2(0) is the multi-photon detection probabil-
ity. Here, the expected QBER is given as

QBER =
q Psignal

Pclick
+
Pdc∕2
Pclick

(2)

where q is the error rate that comes from optical misalignment,
Psignal is the probability of detecting a signal, and Pdc is the total
probability of detecting dark count in a time window, which can
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Figure 5. Secret key rate versus channel loss simulations for Δt = 3 ns
and Δt = 9 ns values. Solid lines are obtained with the experimentally
measured values while the dashed lines are calculated for an optimized
experimental setup with better optical transmission and lower dark counts
of APDs.

be written as the product of the dark count rate rd and the tem-
poral duration Δt (Pdc = rd Δt). Finally, the function 𝜏(QBER) is
used as compression factor that accounts for the photon splitting
attacks, f (QBER) represents the effect of the error correction pro-
cess and h(QBER) is the well-known binary Shanon-entropy.[50]

As given in Equations (1) and (2), the mean photon number of
the source and the purity of the emission have a strong influence
on the upper value of secret key rate, while the dark counts of de-
tectors and the losses in the system limit the maximum distance
for the useful secret key rate. In addition, applying a controlled
amount of temporal filtering can improve the purity of the source
and the QBER, therefore, extending the secret key rate for longer
distances, as discussed earlier.
To quantify the effect of Δt, simulations are performed for two

temporal filtering window values, results of which are shown
in Figure 5. The solid lines represent the simulations for the
measured parameters of the source and the existing experimen-
tal setup: 𝜇 = 0.0117 (0.0234) and g2(0) = 0.046 (0.080) for
Δt = 3 ns (9 ns). Please note that the given mean photon num-
ber is measured right before the quantum channel, giving values
comparable with the other state-of-the-art SPSs.[49,51] 35% trans-
mission of the QKD setup (including optical losses, coupling into
multi-mode fibers, and coupling to the APDs), and 70% quan-
tum efficiency of the APDs with a dark count of 1.5 kHz are con-
sidered in our simulations. Summary of important parameters
and the results of QKD experiment discussed above are given in
Table 1. Finally, to evaluate the performance of our SPS, simu-
lations are repeated for an optimized setup. A direct coupling of
single photon emission to the QKD system without a PM fiber in
Alice will lead almost a factor of 2 enhancement in mean photon
number. In addition, removing the multimode fibers and replac-
ing the APDs with the ones that have lower dark counts (25 Hz)
will enhance the optical transmission and secret key rate with
a lower QBER. Dashed lines in Figure 5 show the results for
𝜇 = 0.023 (0.046) for the optimized setup and same g2(0) val-
ues as before under Δt = 3 ns (9 ns) conditions. As observed, us-
ing the same emitter studied here with cost-friendly and practical

Table 1. Results of QKD experiment under 1 MHz of operation at full exci-
tation power of the source.

Δt (ns) 𝜇 g2(0) SKR (Bit/s) QBER (%)

3 0.0117 0.046 238 8.95

9 0.0234 0.080 414 11.34

single photon detectors, almost a factor of four enhancement in
secret key rate for a longer distance can be achieved.

4. Conclusion

In conclusion, we have presented, to the best of our knowledge,
the first demonstration of QKD with single photons generated
from defects in hBN at room temperature. Due to the limited
bandwidth of high-voltage amplifier driving the electro-optical
modulator, the QKD experiment is operated at 1 MHz, which re-
sults in a sifted key rate of 238 bps and a QBER of 8.95%. The key
rate can easily be increased up to tens of kHz by using a high-
speed voltage amplifier or using a resonant modulator that can
operate at a much lower driving voltage and consequently with
high speed. Note that, the results presented in this work are ob-
tained from a typical defect in hBN without applying any special
technique or using any special components, such as higher NA
microscope objective to enhance the collection efficiency. Bright-
ness of these emitters can be improved via coupling to plasmonic
antennas or cavity-based structures.[52,53] A recent study shows
that utilization of commercially available solid immersion lenses
(SIL) on hBN enhances both the excitation and photon collection
efficiencies without the need of precise positioning of the SIL.[45]

In addition, single photon purity of the source can be improved
strongly by coupling the emitters to photonic cavities that sup-
press the off-resonant noise in the emission spectrum[54] or by
temporal filtering of multi-photon emission processes using am-
plitude modulation techniques.[55] As a final note, because of its
wide band gap, hBN hosts several types of defects with bright
and sharp ZPL emission over a wide spectral range from UV to
NIR.[34,56] It might be possible to find a defect emitting at high-
transmission window needed for a low-loss free-space commu-
nication. According to the results presented here together with
the possible improvements mentioned above, we believe that de-
fects in hBN have a great potential for practical implementation
of high-speed and long distance free-space QKD.
Note: We are aware of a recent report on an emulation of QKD

with single photon emission from a monolayer TMDC material
at cryogenic temperature.[57]
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