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Abstract - The blockchain technology is a hot topic and a new
technology in recent years. It is not only an underlying
technology for many applications like Bitcoin application, but
also it is a kind of thinking including cognitive and mental
processing and understanding for artificial intelligence and
human enhancement. All data or services are digitized. So, this
leads to deal with big data. It is a challenge to deal with big data
from the perspective of performance, scalability, availability and
privacy in centralized systems. Blockchain is applicable to big
data and brings different perspective how to process, store, read
and write data. Also, the aim of this paper is to show that better
solutions are possible in a decentralized way. Even the
technology is in its early stages, the blockchain technology will
be in future due to its superior features. Therefore, itis better to
adopt this technology as soon as possible to place in future. This
paper gives a briefabout how the blockchain could approach to
big data and analyzes existing information regarding the
challenges of big data from the side of the blockchain.
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I. INTRODUCTION

Today, data is growing larger rapidly, since everything is
digitized. Data could be structured or unstructured. Dealing
and processing big data is a big challenge without sacrificing
security, performance, scalability and availability. First
applications to come to mind are social networks, 10T, mobile
apps, healtcare etc. using videos, images, documents,
electronic records, medical measurements. Also, these
applications based on centralized client-server model has
some limitations and concerns.

In recent years, a new technology called blockchain has
drawn lots of attention and got much interest with its most
popular and known application named Bitcoin. The first
appearance of the blockchain is when Satoshi Nakamato
comes up with a digital currency called Bitcoin using
blockchain as an underlying technology in his white paper [1]
in 2008.

Blockchain (BC) is a shared, distributed and decentralized
ledger technology. BC uses P2P communications. Moreover,
there is no trusted third party in the blockchain. It is an
underlying technology for broad range of applications.
Moreover, [12] emphasizes that BC is not only underlying
technology, but also it is a kind of thinking for machines and
humans. In BC thinking, processing occurs in a decentralized
way.

The blockchain is categorized in three types such as public
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— permissionless, private — permissioned and consortium BCs
in [5]. Bitcoin and Ethereum are the examples of the public
ones. HyperLedger Fabric is an example of the private one. In
the public BC, any node can join and leave the network. There
is no restriction about it. On the otherhand, in the private BC,
to access the network, permission is required. If any node
requests to join the network, it must be approved from other
nodes in the BC private network. The study of[10] claims that
this allows for accountability and compliance with laws and
regulation and also supports openness and collaboration with
participants. In consortium BC, preselected nodes determines
the consensus process [5].

In BC, each transaction is stored in a block. After the
transaction and block is verified, it is chained with other
blocks. So, each node in the blockchain network has a copy of
whole transactions, which provides transparency. Each record
is stored permanently. In the private blockchain, only verified
nodes can join the network. Because any trusted authority
doesn't exist in BC, trust conceptis based on cryptographic
proof. So, this reduces costs and provides easiness. Even it is
in early stages, it has already been used in many areas. Banking
and finance, government processes, social media, healthcare,
education operations, notary, real estate, 10T (Internet of
Things) etc. Its approach is also applicable to big data and
brings bettersolutions to handle big data.

Processing big dataand keep sensitive information secure is
a concern even in centralized systems. If the centralized system
crashes, it could lead to data loss. Even GFS (Google File
System) is based on the idea that component failures are the
norm rather than exception [16]. This prevents data loss and
guarantees availability. In the blockchain, all records is stored
in all nodes in the network. Because the number of nodes are
thousands or millions, and even some nodes crash in the
network, data will be available all the time. However, storing
any data in all nodes could lead to some storage costs or
capability problems, which are still researched and there exists
different type of solutions about these issues. Because there is
no third party in the blockchain, transactions are done in
roughly ten minutes, while they take a few days in centralized
systems due to being intermediary in between.

It is possible to store all transactions including big size data
like videos, pictures etc. Scalability is an issue in the
blockchain while data gets larger. There are different studies
and approaches to big data from the blockchain perspective.

In the blockchain network, anything can be exchanged. It
could be currency, goods orservice such as userpost in social
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networks, digital currency in banking, service in government
agencies etc.

In existing systems, there are double-spending problem in
banking and finance, higher costs not to stay anonymous or
privacy issues from users'side. To overcome these, BC could
be an alternative solution.

We know the blockchain technology is in its early stages.
Scalability and security issues are still on table. To specify
and draw its usage and range of application is not known yet,
for it is the technology could applied to whole network, or
mediator, public or private or even hybrid, we can extend or
narrow it according the our application. Therefore, we need
to considerthis technology from the wider perspective due to
its flexible feature.

In the next section, the important terms on the blockchain
are described. In the third section, the limitations of
centralized systems are reviewed. In the fourth section, pros
and cons of the blockchain and its solutions for big dataand,
also, the existing applications of blockchain are analyzed and
examined.

Il. IMPORTANT TERMSIN BC

This section includes the definitions of blockchain related
terms and concepts. These are important to explain the
blockchain domain.

Node — Itis a computer in the blockchain network.

Miner — A special node is usually rewarded to mine on
the BC network.

Block — A block is a structure where each record is stored.
The blocks are timestamped and then are chained in the
blockchain. Each block consists of the block header, merkle
tree and previous block’s hash.

Distributed Systems — It consists of collection of
independent computers. Whole systembehaves like a single
coherent system. The idea of BC is based on distributed
systems.

Distributed ledgers — All records are shared and replicated
among all nodes in the blockchain network.

Fork — A block could reference two or more blocks. Any
user of the Bitcoin system may maintain a local copy of the
blockchain and resolves conflicts by believing in the longest
chain [14].

Consensus Process — In BC, each transaction or record
must be reviewed, since after verifying transactions, they are
immutable and irreversible. Also, thereis no central authority
in BC. Therefore, consensus is necessary and there are some
consensusalgorithms we will review here.

Consensus algorithms :

1 Proof of Work (PoW) : A block is hashed with a
nonce in order to geta hash with zero bits at the beginning of
hash. This consensus algorithm could use SHA-256 as used
in [1]. Proof of Work effort is dependent on energy
consumption and CPU power.
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2. Proof of Stake (PoS) : This is an alternative
consensus algorithm of Proof of Work. In PoS, mining is
dependent on the amount of digital assets each node has.

3. Proof of Activity : This is a consensus algorithm
of hybrid of Proof of Work and Proof of Stake.
4, Proof of Intelligence: It is a consensus algorithm

dependent on reputational asset on the blockchain thinking.

In addition to these most known consensusalgorithms, there
are other consensus algorithms such as Proof of Importance,
Proof of Authority etc., which we will not mention in this
paper.

Mining — It is a process to make transactions valid at the
expense of computational power. In Bitcoin BC, on an average,
every 10 minutes, a new block is appended to the blockchain
through mining [15].

Incentive — Mining is rewarded. For example, in Bitcoin,
it is rewarded with coins. The reward is 12.5 BTC at the time
of writing. Also, in [9], MedRec, healthcare management
system based on BC, the reward is to access aggregate,
anonymized medical data. Another example is that [6]
representing a traffic announcement system has a reward
mechanism informing other drivers with announcement of the
accident to earn some coins.

Smart Contract — It is a small computer code which is
executed on the blockchain. Ethereum blockchain nodes are
capable enough to execute any kind of smart contracts.

Ill.  LIMITATIONSOF CENTRALIZEDSYSTEMS

The existing systems mostly adopt centralized client-server
model. However, some businesses change their system to
distributed ones. Distributed systems solve some issues, but it
is not enough without combining both distributed and
decentralized systems. The reason for transferring data to
distributed systems is why centralized systems even looks like
better to control of data, focus on dataand be more consistent,
and also it is not flexible and brings some issues to process a
large variety and amount of datasets.

For most of applications, it is critical to access data all the
time such as banking applications, government processes etc..
Depending on the centralized system has risks at crashing
servers affecting whole system unavailable. This could be a
disaster for banks and users.

Privacy is another concern from the side of centralized
systems. Social networks gather all personal data of users and
user preferences. Users has no control of how their data is
processed and at whose hands. The privacy of users is violated
due to imposing irreversible user preferences. The same
problem occurs at in different area called Internet of Things
(IoT). IoT objects has direct connections between users and
lIoT object providers. These providers gather all different kind
of personal data including actions and habits of users. In
addition to these, mobile applications has privacy issues for
users. Once a user accepts a privacy policy of a mobile
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application by installing it, it is unchangeable unless the
mobile app is uninstalled.

In centralized systems, while large data sets grow
exponentially, scalability and performance issues come up.
Moreover, servers have permitted capability. Therefore,
exceeding this capability leads to degrade performance to
respond clients and Denial of Service (DoS). That is, these
systems have scalability bottlenecks. For example, we can
tackle healthcare systems. Healthcare systems deal with large
size of data such as imaging, documents, electronic records,
etc. The number of patients and theirdocuments increases and
their capability is limited. So, existing healthcare systems,
have scalability concerns and, also, are not interoperable and
convenience because different hospitals can not see their
medical records, which is highly vital to track of patient’s
medical history and provide fast feedback to patients.

IV. BIG DATA ON BLOCKCHA IN

How BC approaches big data is a key concept to shape both
today and future. BC has the distributed and decentralized
architecture. It is immutable and irreversible. In BC network,
any node has a whole copy of ledger. There will be thousands
or millions nodes. Even some of computers crash in BC
network, data loss is prevented and data is kept available by
this way, since the decentralized nature of the BC is fault-
tolerant. Trusted third party models such as banking, social
networks are unavailable for security and maintenance
purposes. BC  enhances the availability of data while
comparing it to traditional centralized systems by eliminating
third parties. For example, file not found orserver unavailable
error messages will be mitigated at a significant percentage.

While we tackle social media networks, Internet of Things,
mobile applications or data or digital content ownership
applications suffer from especially privacy due to centralized
systems. The existing applications don't guarantee user
privacy. User has a lack of control of their data. The reference
[4] proposes a user-centric permissioned blockchain based
social media network called Ushare. The consensusalgorithm
of Ushare is Proof of Stake to validate transactions and
blocks. As pointed out in [4], Ushare provides more secure
social media network, for content is encrypted and Ushare
works on a distributed hash table similar structure Bigtable
[17]. Bigtable is established as distributed storage system
managing structured data for large size data in order to
achieve better scalability and higher performance used by
Google as stated in [17]. A Personal Certificate Authority
(PCA) is introduced to allow only user's circle members to
see the user shared content [4].

It is obvious that the number of I0T objects are increasing
every day. This brings privacy, scalability and performance
concerns with it. Therefore, first of all, it is significant to
provide privacy-aware solutions. In [7], a solution is brought
for the privacy of loT and mobile applications with the
blockchain. In this design and implementation, the blockchain
is an intermediary between users and loT application or
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mobile application providers for management of privacy
preferences. In the Ethereum blockchain, privacy policies and
device's info are embedded in the smart contracts. Accepting
and declining privacy policies are done via blockchain
connected gateway. If the user accepts the privacy policy,
whenever he connects loT devices through the blockchain, the
blockchain network preserves his privacy preferences. The
digital signature scheme is based on ECDLP (Elliptic Curve
Discrete Logarithm Problem). All user preferences are
encrypted and stored in the blockchain network. The user can
connect the gateway and review the privacy policies and
information of the device. The computational cost of PDSS
(Proposed Digital Signature Scheme) is nearly 283 ms
considered practical and reasonable in real-life applications as
pointed out in [7]. First implementation of Internet of Things
based on the Ethereum blockchain network is Slock.it.

One of the area managing big datais healthcare. MedRec is
a healthcare application based on BC. MedRec targets to
access faster to medical data, to overcome interoperability; to
enhance medical research with patient's data. MedRec's aim is
to achieve security, privacy, interoperability and scalability
issues by keeping immutable logs related to patients. In private
blockchain networks especially, some modifications can be
made for higher scalability and performance [9]. For this
reason, MedRec is based on private, Ethereum BC which
utilizes smart contracts categorized in registrar contract,
patient-provider relationship contractand summary contract.

There are scalability and performance bottlenecks in the
blockchain. While comparing transaction rate of visa and
bitcoin, the most common application of BC, it is seen that
Visa can process 4000 transactions per second, on the other
hand, bitcoin processes 7 transactions persecond. However, as
a first step, re-parameterization of block size for 4 megabyte in
Bitcoin and block intervals for roughly 10 minutes in Bitcoin
make difference to get higher throughputs and lower latencies
[19]. In addition to these, adopting different protocols will
definitely increase scalability and performance of whole broad
range of blockchain applications by maintaining the
decentralization architecture of the blockchain. The abstraction
layers in [19] are defined as network layer, consensus layer,
storage layer, view layer and side layer, respectively from
bottomto top. To analyze each layer leads us to find solutions
to achieve scalability and performance issues. It is emphasized
that broadcasting messages are made in network layer and also
after propagating transactions to the BC network, a block is
propagated. This means that transactions are stored in the block
structure, so transactions transmitted twice. In consensus layer,
different protocols such as Byzantine Fault Tolerant protocok
or Paxos could be used but sharding protocols seem to be
necessary to improve scalability of the BC. After authenticated
data in consensus layer, in addition to data, smart contracts and
views are stored and available in storage layer, which is vital
to be developed for growing data [19].

EduCTX is also a consortium blockchain-based
platform and works on delegated proof of stake (DPoS) as a
consensus algorithm. Its aim is to transfer credits and grades
among higher education institutes globally. This platform is
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not restricted to any certain languages thanks to smart
contracts. In this consortium blockchain, only higher
education institutes can join the network after creating a
blockchain wallet and verifying by the other nodes. Each
student has a blockchain address and then, each ECTX tokens
regarding the students' completed courses are transferred to
the students'blockchain addresses.

Hyperledger Fabric is mostly known as a
cryptocurrency, but actually it is an permissioned blockchain
supported by IBM in order to be utilized as an underlying
technology for a broad range of area such as finance, 10T,
healthcare etc. The reference [10] emphasizes that in
Hyperledger Fabric blockchain network, performance
optimizations depends on code generated by compiler, the
performance of cryptographic algorithms and enhancements
specific. When an asymmetric algorithm is established on
elliptic curves increases performance significantly.

V.

To deal with big data, it is important to achieve certain
issues such as privacy, availability, scalability and
performance. At this point, understanding BC provides
alternative and better solutions than existing traditional
systems. Analyzing and summarizing applications built based
on the BC will give us insight to evaluate and propose
different approaches. Retaining the decentralization feature of
BC, it is possible to choose the corresponded type of the
blockchain and consensusalgorithm for different areas.

CONCLUSION
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