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Abstract—Third parties and legitimate entities can reach
and process users' private data through most wireless
networks. However, attackers such as intruders and
eavesdroppers may also try to exploit this property in
communication. Hence, wireless networks are intrinsically
more vulnerable to threats, unlike their wired alternatives.
Cryptographic techniques are the conventional approaches to
deal with that weakness. Nevertheless, they still need to meet
the requirements of contemporary technologies, including IoT
nodes with energy and processing power constraints. In that
respect, friendly jamming (FJ) is one of the encouraging
countermeasures to overcome the mentioned susceptibility
since it has an energy-efficient and computation-friendly
nature. However, that promising approach brings another
challenge, applicability. Although various models exist against
this issue, a lightweight scheme compliant with novel
technologies is needed. Hence, we propose a more
straightforward FJ model evaluated on cellular network-based
simulations in this study. Moreover, introducing a lightweight
secrecy outage probability definition increases robustness and
energy efficiency.

Keywords—Physical layer security, Friendly jamming,
Secrecy outage probability

I. INTRODUCTION

According to many historians, we have been passing
through the information age. Hence, data is one of the most
valuable entities today, and current technologies try to
provide data to users continuously wherever they reside. In
this sense, an extensive infrastructure is required, similar to a
supply chain with an invisible road network. Since air is the
transmission medium for wireless networks, we are all
surrounded by this ocean of data. However, that wide
availability brings some severe security and privacy
concerns. Intrinsically, it is easier for attackers to intrude on
the system and gather some private information belonging to
network users.

Cryptographic approaches are among the traditional
techniques for providing wireless network security. Although
achieving high levels of protection, the main drawback is
their excessive usage of computation and energy sources.
Due to physical limitations, new technologies require
resource-efficient methods. Moreover, society and authorities
demand eco-friendly solutions due to increasing awareness of
global warming and climate change. Here, friendly jamming
(FJ) emerges as a promising alternative. When implemented
by an attacker, it is a threat and relies on disrupting
transmission by reducing signal-to-noise ratio (SNR) by
emitting additional noise to the network. However, we can
employ that threat to thwart illegitimate transmission and
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thus provide security of the system to some extent,
depending on the FJ precision.

Thanks to its resource-efficient performance, various
networks utilize FJ, including Wireless Sensor Networks
(WSN) [1], IoT (Internet of Things) [2], Industrial IoT [3],
and 5G [4, 5]. Nevertheless, they must address some
challenges as much as possible, including fulfilling real-life
requirements, achieving maximum performance with
minimum adverse effects, and consuming energy efficiently.
Our previous study [6] has proposed a more straightforward
and flexible model than its counterparts in the literature to
suffice the mentioned challenges. However, it needs to be
extended for various threats that will improve the robustness
of the proposed model.

In this study, we introduce a novel and lightweight
secrecy outage probability (SOP) definition compared to
current models in the literature. In our previous work, based
on continuous FJ, we have not considered sophisticated
attackers who know when FJ is performed. Thus, intermittent
FJ is the center of the model proposed in this paper, leading
to a saving in energy consumption compared to its
continuous alternative. We have demonstrated through
cellular network simulations that it is possible to deceive the
attacker that the jammed part of the message results from
natural effects such as routine data loss.

This study has two main contributions:

* Introduction of a novel and lightweight SOP
definition

*  Improvement of our previous model by considering
more sophisticated attackers, and thus gathering
more robust and energy efficient countermeasure

The paper is organized as follows: the related work on FJ
and SOP is presented in Section 2. Section 3 states the
system and attacker model, and the results and discussion are
provided in Section 4. Finally, the paper is concluded in
Section 5.

II. RELATED WORK

An SOP-based analysis exists on FJ selection-aided
multiuser scheduling in [7]. The authors propose random
and optimum FJ selection-aided multiuser scheduling
models. Stationary and mobile unmanned aerial vehicle
(UAV) FJ schemes are introduced in [8]. They employ SOP
for the air-to-ground channel model through a novel
boundary coverage algorithm considering the minimum
number of UAVs. The authors of [9] provide physical layer
security (PLS) for single-input-multiple-output (SIMO)
wiretap channel through uncoordinated cooperative
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jamming. They also try to address the power allocation for
the secrecy rate maximization problem with a modified
difference of convex function programming technique.
Another SOP analysis in the downlink for wireless networks
through spatially distributed eavesdropping is included in
[10]. Half-duplex and full-duplex mode receiving user
equipment (UE) cases were examined. The authors in [11]
investigate the effect of cooperative and friendly jamming
on the SOP of a quasi-static wiretap fading channel. Three
jamming methods are analyzed based on channel state
information (CSI) and security metrics, jamming coverage
and efficiency. There is a Rayleigh fading-based formal
secrecy outage and interception probability analysis for
multiple-input and multiple-output (MIMO) wireless system
in [12]. The model in [13] is designed considering jamming
coverage and efficiency-based security level in a quasi-static
fading environment through SOP. There is also various CSI-
based jamming analysis. A new method based on
minimizing compromised secrecy region is proposed in [14].

Path loss and fading channel effects determine the secrecy
region and its corresponding SOP. Moreover, a novel
optimization principle is introduced regardless of the
randomly deployed eavesdropper position. The authors in
[15] discussed radio frequency energy harvesting in a WSN
for multiple eavesdroppers. The best relay and jammer are
determined and analyzed based on key system factors on
SOP, such as the number of eavesdroppers. A wireless-
powered communication network is equipped with an
energy-harvesting jammer and an eavesdropper in [16]. The
authors analyze the scheme on how to minimize SOP for
given CSI.

The authors in [17] propose FJ-based MAC protocol
scenarios and routing protocols considering intermittent
jamming. Another study presents a jamming approach for
PLS in Visible Light Communication (VLC) [18]. Their
main contribution is the energy-friendly nature of their
model. It is described as an implementation of FJ on Internet
of medical things (IoMT) [19]. There is also an analysis and
discussion through two case studies. A JF-based model is
proposed to improve the secrecy sum-rate for cooperative
Non-Orthogonal Multiple Access (NOMA) networks [20].
The extension of [6] examines the problem of location
privacy in cellular networks [21]. It proposes the FJ to
address that issue.

ITII. MODEL

In this section, we define the system and attacker models
that are extensions of our previous study [6].

A. System Model

In this paper, we perform intermittent FJ to minimize the
effects stated in the attacker model. Moreover, there is a
novel and lightweight SOP definition that can also be
considered as the secrecy exposure probability. The duration
of FJ and communication have inverse proportionality. Then,
the SOP can be defined simply as follows

SOP=1-(T;/ Tc) @

where T, and Tc¢
communication, respectively.

are durations of FJ and

TABLE 1. SOME KEY FEATURES OF RELATED WORK

Reference SOME KEY FEATURES

Medium Threat Solution
[7] Uplink Network Eavesdropping (E) FJ
(8] UAV Network E Ja[ril?nig
[9] Cellular Uplink E uci?
(1o} Dovenl E El
[11] QSWEC® E CFJ©
[12] MIMO E and Jamming TWUP
[13] QSRFC* E FJ
[14] RFCF E CFJ
[15] WSN E FJ
[16] WPCN® E EHJ"
[17] MANET! E FJ
[18] VLC E FJ
[19] IoMT E FJ
[20] NOMA E FJ
[21] Cellular Network E FJ

AUncoordinated Cooperative Jamming
PQuasi-Static Wiretap Fading Channel
“Cooperative Friendly Jamming

PTransmit Waveform Update

FQuasi-Static Rayleigh Fading Channel
"Rayleigh Fading Channel

“Wireless Powered Communication Network
HEnergy Harvesting Jamming

'Mobile Ad-Hoc Network

B. Attacker Model

Let N be the number of nodes in a wireless network. Let
L and A be the number of legitimate and attacker nodes,
respectively. For simplicity, we assume only one attacker in
the network; hence, A = 1. We also anticipate two kinds of
threats, internal and external. The mechanism of the former
takes place by intruders through compromising legitimate
nodes. The latter is directly performed against the network
totally or partially. The goal of attackers for both threats is
to gather the transmitted data over the network without
damaging legitimate communication. Therefore, man in the
middle and eavesdropping are possible types of attacks. We
also consider levels of threats regarding their attacking
power (see Section 4).

IV. RESULTS AND DISCUSSION

In this section, we analyze the proposed SOP definition.
Then the results are discussed for one-minute Monte Carlo
simulations through our own PYTHON script with no
additional library or tool. As mentioned in Section 3, the
main parameter for SOP is the duration of FJ, and their
relation is illustrated in Figure 1. As expected, SOP
decreases for increasing FJ Duration, since it would be
harder for an attacker to listen to the channel (see (1)). We
can extend that plot by reconsidering the FJ Duration as a
novel parameter, the number of jammed words. Assume that
a legitimate node transmits one word per second. Hence,
finding the plot in Figure 2 is straightforward. The more
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Fig. 1. Effect of FJ Duration on SOP.
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Fig. 2. Relation between number of jammed words and SOP.

jammed words infer a fall in SOP, since it would be more
challenging for an adversary to deduce words. Thus, that
result is not a surprise, either.

We assume that the attackers' strength is constant for the
first two results. However, our last analysis will investigate
the robustness of our system for varying levels of threats. By
"level of threat,” we mean the capability of the attacker to
detect the instance of FJ.

In Figure 3, three attackers are considered. The first and
also with the least power is called poor. He can detect the
operation of FJ with 100% certainty after 75% of the words
are jammed. The second, moderate attacker, can realize that
the communication is hidden by checking the number of
understandable words. We assume that the threshold of the
moderate attacker is 50% of the whole communication. The
last case is for the sophisticated attacker. As the name
implies, it is the most challenging for our countermeasure
and can harm the system the most compared to other cases.
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Fig. 3. Impact of jammed words percentage on attacker’s success

When he can not identify 25% of the words in the channel,
he realizes that the system exposes him.

For the following analyses, we utilized the FJ Power for a
cellular network case of our former study, -24 dBm = 0.004
mW [6]. In Figure 4, we deduce similar results to Figure 3.
Since 75% is the jamming word threshold of the
sophisticated attacker, 75% of 0.004 mW is the minimum
required FJ power to perform the maximum level of damage.
50% and 25% of 0.004 mW are the FJ power thresholds for
moderate and poor attackers, respectively.
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Fig. 4. Relation between fj power and success probability

The threshold values found in Figure 4 are the optimum
FJ powers to eliminate the threats for corresponding
attackers. They are illustrated in Figure 5.

The final result validates our claim on energy efficiency.
Therefore, it is the most significant output of this study. If we
performed continuous FJ, the power would be 0.004 mW
(see [6]). For eliminating the poor attacker, 0.001 mW is
sufficient, as illustrated in Figure 5. Hence, the saved power
for that attacker is 0.003. Similarly, 0.002 and 0.001 mW can
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Fig. 6. Impact of fj duration on saved power for attackers

be found for the moderate and the sophisticated attackers,
respectively.

Finally, we assume that all the attackers can detect words
used in messages they hear, and they can calculate the
number of possible words to be sent by exploiting elapsed
time. We consider the following as future research:

e Case of simultaneous attack by multiple
attackers and utilizing some density estimators [22]
* Determining weight factors for some keywords

V. CONCLUSION

Due to their widely available and easily accessible
properties, wireless networks are undoubtedly a blessing in
terms of communication. It is easy to send and receive a wide
range of data, one of which is our personal information,
whenever and wherever we desire. Thus, these key features
will probably lead us to exploit that technology in the
foreseeable future. However, attackers might abuse that
environment broadly covering us. Traditional solutions
generally rely on cryptography that inefficiently exploits
resources, such as energy and computation power.
Nevertheless, they can not fulfill the requirements of new

networks, including IoT and 5G, that are operable with
physically restricted entities.

Furthermore, those techniques can easily be breached by
a sufficiently equipped attacker. In that respect, FJ emerges
as a brilliant remedy against the problem owing to its energy
and computation-friendly nature. Apart from benefits, FJ has
some drawbacks, including viability. In this study, we
introduce a lightweight and energy-efficient FJ model. The
outputs of the simulations demonstrate the improved
robustness and savings in FJ power and hence energy. As
future research, we plan to improve this study by introducing
a weight factor for each word.
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